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Abstract

Ratings (also known as recommendations) provide an efficient and effective way to build trust relationship in the human society,
by making use of the information from others rather than exclusively relying on one’s own direct observations. However, it is
uncertain that whether the rating can play the same positive effect in the open computing environment because of differences
between the computing world and human society. We envisage that there are two kinds of uncertainties: the uncertainty resulting
from rating aggregation algorithms and the uncertainty resulting from other algorithm-independent design factors, which are
coined as algorithm uncertainty and factor uncertainty in this paper. The algorithm uncertainty is related to such a problem: are
the complex aggregating algorithms necessary? The factor uncertainty refers to how the performance of ratings is affected by all
kinds of factors, including trust model design related factors and trust model design independent factors. In this paper, we take an
initial step to answer these two uncertainties. First, we study the effect of all factors based on a simple averaging rating algorithm
in terms of several proposed performance metrics. Then we compare different rating aggregation algorithms in the same context
and platform, focusing on several relevant metrics. The simulation results show that ratings are not always as helpful as what we
expected, especially when the system is facing malicious raters and highly dynamic peer behaviors. In certain circumstances, the
simple average aggregation algorithm performs better than the complex ones, especially when there are considerable number of
bad raters in the system. Considering the system dynamics, the cost of the algorithm design, and the system overhead, we argue that
it is not worth putting too much energy on the design of complex rating aggregation schemes for trust inference in open computing
environments.
c© 2007 Elsevier B.V. All rights reserved.
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1. Introduction

Ratings (also known as recommendations) from our family members, friends and the people with high reputation
are treated as reliable information sources, which are helpful and time-saving for human beings to explore the quality
of other people or services. Hinted by the human social network, researchers are of great interest to employ ratings in
the computing society [16]. However, whether the ratings in the computing world has the same positive effect is still
an open problem, because of the following fundamental differences between the computing world and human society:
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(1) Dynamics. Dynamics in the computing world is more than in human society, which is shown in two aspects.
First, is the quality dynamics. In the computing world autonomous peers carry two roles at the same time, the service
provider (we will call it SP simply in the rest of the paper) and the rater. On the one hand, the quality change of a
SP can make the honest raters give out wrong ratings, thus making the system punish the honest rater unfairly. On
the other hand, the quality change as a rater can mislead the system in the process of discovering good SPs. Peers
change their qualities as SP and rater more frequently than the corresponding case in our human society. The second
dynamics is the lifetime dynamics. Autonomy in open computing environments allows peers to switch to be online or
offline at anytime, which bring more dynamics for the lifetime than human society; (2) Limitation of storage. Though
the storage cost reduces significantly nowadays, considering the applicability, scalability and optimization, we have to
limit the storage of every peer in the real implementation so that the memory fading process of peer is normally faster
than that of human, which restricts the scope of the system one peer knows; and (3) Diameter of interaction. Since it
is quite stable for human sociability, the diameter of interaction of human is much smaller than that of the computer
environment. In the computing world, peers might know every peer with the help of networks, while human beings
normally keep a much smaller circle of people to interact with, e.g. people within the same village. These differences
bring the uncertainty whether the rating can play the same positive effect in the open computer environment as in
human society.

We envision that there are two kinds of uncertainties: the uncertainty resulting from rating aggregation algorithms
and the uncertainty resulting from other algorithm independent design factors, which are coined as algorithm
uncertainty and factor uncertainty in this paper. The core of research on ratings is the design of the rating aggregating
algorithm. The algorithm uncertainty is related to such a problem: is the complex aggregating algorithms worth more
than the simple algorithm? The factor uncertainty comes from how the ratings affected by algorithm-independent
design factors, e.g. environment-related factors. Making these two kinds of uncertainties clear is very important for
the design of trust and reputation systems in open environments, e.g. peer-to-peer systems, inside which peers (also
known as agents in AI community)1 interact with each other while making decisions independently to share resources.
To the best of our knowledge, few researchers have been aware of these two uncertainties and have studied the actual
worthiness (effect) of ratings in the open computer environment. They just take for granted that the rating is always
useful, and focus on developing the complex aggregating algorithms to try to filter out the bad rating becomes the
major research direction. In this paper we take the first step to investigate the effect of these uncertainties. Specifically,
we intend to answer the following questions: Are ratings always helpful? How to configure factors related to the rating
so as to improve the performance of the system? How is the rating affected by other factors, such as the quality of
raters, the scale of the system, the dissemination mode, and so on? Are the complex aggregation algorithms better
than the simple ones?

To answer the above questions, we abstract a basic decentralized trust inference model for open environments.
In this model, each peer assigns a trustworthiness value for a set of peers of interest. The trustworthiness value
is derived from the self-experience information (interaction-derived or first-hand information) and ratings (second-
hand information). Given this abstracted model, we first systematically evaluate the effects of algorithm-independent
factors based on a simple average rating algorithm. The algorithm-independent factors can be categorized as trust-
model related factors and environment-related factors. We then compare the performance of all state-of-the-art rating
aggregating algorithms with simulation. The simulation platform is developed with Netlogo, a popular multiple-agent
simulation tool in the AI community [25]. Its GUI allows us to tune and adjust all factors in a flexible way. To
evaluate the effect of ratings, we propose ten novel performance metrics, including both direct and indirect metrics.
The simulation results show that in the open environment, ratings behave different from human society, and not as good
as expected; the capacity of the storage to hold self-experience information dominates the effect of the rating; setting
a low weight to the rating in a dynamic environment is helpful to get better performance; the complex algorithms do
not always outperform the simple counterparts.

The major contributions of this paper include five-fold: (1) We abstract a decentralized trust inference model,
based on both self-experience information and rating information; (2) We develop a general simulation platform to
investigate trust inference models by allowing fine-tuning of multiple factors and algorithms. We expect this platform
will be an ideal vehicle for other performance studies; (3) We define several novel performance metrics to measure the

1 In the rest of the paper, we will use peer and agent interchangeably.
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performance of the rating algorithms; (4) We have conducted a comprehensive analysis of the effect of ratings on trust
inference in open environments in terms of the proposed performance metrics. We argue that because of the existence
of dynamics and the limitation of the storage, we can not count too much on ratings; and (5) We take an initial step to
compare all state-of-the-art aggregating algorithms within one common platform, and get several interesting results.

The rest of the paper is organized as follows. Related work and discussions are described in the following section.
Section 3 abstracts a simple trust inference model. Section 4 explores the performance evaluation space of the trust
inference model. Based on the performance metrics introduced in Section 5, we present the comprehensive simulation
and analysis in Section 6. The extensive comparison of several state-of-the-art aggregation algorithms is depicted in
Section 7. Finally, we conclude in Section 8.

2. Relate work and discussions

Our work is inspired by a large amount of previous work on reputation-based systems [3,17,26] and trust inference
in P2P systems [1,10–15]. To the best of our knowledge, we are the first to systematically analyse the effect of ratings
on trust inference in open environments. Next, we will list some related work on rating aggregating algorithms, trust
models and reputation systems.

Trust inference or reputation-based systems has been a hot topic and studied in the literature [13,2,18,19,23,27–30,
20,32,31]. Basically, many researchers are advocating the use of ratings and prefer to complex rating aggregation
algorithms to try to filter out the bad ratings [2,18,29,30,20,21,6,9,24]. The key to the success of ratings is the rating
aggregation algorithm, i.e. how to integrate others’ ratings into the trustworthiness derivation. Wang et al. [23,22]
suggest that, averaging should be applied only for stranger raters, but for acquaintances, their ratings should be
weighted. We call this approach half weighted method in the following sections. Yu et al. [19,28–30] give another
thought on this issue. They believe that only ratings from witnesses, who have interacted with the ratee (We call the
peer which is recommended by raters as ratee), are useful. In their weighted majority algorithm, only the ratings
from witnesses are aggregated, and the weight of witnesses is decreased if the rating is different from his own
recognition. Different from Yu et al.’s approach, Srivatsa et al. [21] argue that, the weight of ratings should be based
on the similarity of the experience between the rater and the peer itself. We denote this approach as personalized
similarity measure (PSM). Finally, Jøsang et al. propose to aggregate the ratings and to update the weight of raters
through deriving the expectation of the Beta distribution [2,6,9,24]. All these algorithms are complex algorithms
considering the complexity of the algorithm design and the workload in the system running. Though noting the
potential advantages of ratings, Resnick et al. [17] challenge the feasibility of the distribution of feedbacks, from
the point of the expensive cost for the feedback distribution. Holding the same view, Liang and Shi [12,13] suggest
to treat the ratings from different raters equally considering the dynamics of P2P systems. They argue that the simple
averaging rating is good enough considering the simplicity of the algorithm design, and the low cost in the system
running. The above approaches reflect the state-of-the-art of rating aggregating algorithms. There are other approaches
having been proposed in different application contexts. Kamvar et al. [10] present EigenTrust, a distributed and secure
method to compute global trust values based on “Power Iteration”. In EigenTrust, peers extend their social circles by
the ratings from their acquaintances, which is similar to the pull model analysed in this paper. In [10] several threat
models are described and analysed. EigenTrust addresses these weakness by assuming there are pretrusted nodes in
the system, which is not applicable in distributed open environments. Zhou and Hwang propose PowerTrust [32]
and GossipTrust [31], which leverage the power-law feedback characteristics and the power of gossip to disseminate
feedbacks and reputation data, and finally derive a global trustworthiness value for each peer. These approaches [10,32,
31] share the same goal of finding a global trustworthiness value for each peer, using different distributed approaches.
In this paper, we focus more on those approaches allowing each peer to have different trustworthiness values, which
we felt fit open environments better.

Several recent proposals try to filter out the bad ratings through introducing another evaluation model dedicated
to evaluate the credibility of the ratings [2,18,23,27–30], where they try to add the weight to the rating based on the
evaluation of raters. At the same time for the evaluation, peers adjust the weight for different raters based on the
correctness of ratings in the history. These approaches are close to the social network, so they are applicable to the
relatively stable environment. In open environments such as P2P systems, however, these approaches will lose their
applicability because they are not sensitive enough to catch the dynamics of the system.
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It is worth noting that the comparison of different rating aggregation algorithms is one of the two objectives of
this paper, which distinguishes our work with previous work which focuses on propose one specific aggregation
algorithm. In previous work, people who proposed the aggregating model only focus on their own model. Whitby
et al. [24] conduct a similar analysis on the unfair ratings based on Bayesian reputation systems. However, [24] just
focuses directly on the fair and unfair ratings, and does not involve other factors, such as the dynamics of raters and
SPs. Also, their evaluation of the effect in their work is just according to the average rating errors. Recently, Srivatsa
et al. [21,20] gives another similar analysis in TrustGuard; however, their approach is pursuing from the angle of
SPs, while our approach is from the angle of raters. Also, we consider more factors than their work. Thus, our work
compliments to their work very well. Despotovic and Aberer [4] comprehensively compare the performance of two
groups of P2P reputation management approaches – probabilistic estimation and social networks – against various
classes of collusive peer behaviour and analyse their properties with respect to the implementation costs they incur
and trust semantics they offer to the decision makers. Their work is similar to our work of the evaluation with different
rating algorithms. But we consider more behaviour patterns of service provider and rater.

3. The trust inference model

To analyse the effect of ratings on trust inference, we first abstract a generic decentralized trust model in open
environments. We define trust as the subjective probability by which a peer A expects that another peer B performs a
given action as good as expected. The trust is quantified by the trustworthiness value. Next, some basic assumptions
are listed.

3.1. Assumptions

To reduce the complexity of modelling, we make the following two assumptions: (a) We assume the quality for a
peer to provide services is independent of its quality to provide ratings (denoted as the trust-independent assumption).
That is, the weight of its ratings about others is not related to its own trustworthiness for the service providing. To
validate this assumption, we compare two different approaches in Section 4; (b) We assume each peer has a unique
and stable ID, thus reputation and trustworthiness will make sense. This can be implemented by using either the Public
Key Infrastructure (PKI) or a centralized server; and (c) Each peer has limited storage space because of the concern
of implementation overhead.

3.2. Basic trust inference model

Traditionally there are two major classes of trust models. The first class is the Central model (CM), which has
a central trust point. Each entity in the Central model has the same opinion as what the central trust point thinks.
Reputation-based systems [5], e.g. eBay [7], are the typical examples of the CM model. The certificate authority
(CA)- based trust model, which has been widely deployed in e-commerce [1,17,26], is another typical example. The
second class is the Transitive model (TM) [8] which has a transitive trust chain. In TM, the rating from the rater is
highly emphasized for the trustworthiness. Actually, the CM model can be seen as a special case of the TM model with
just one-step transitive relationship and the rating being totally trusted. Perils including collusion and wrong ratings
are big threats for the TM model. However, making use of the rating is also the merit for the TM model when the
rating is good, which is helpful to discover the quality of other peers even without any mutual interaction. It deserves
further study to find the suitable tradeoff.

No matter what kind of trust models, two pieces of basic information, self-experience information (interaction-
derived or first-hand information) and ratings (or second-hand information), are necessary to calculate the
trustworthiness. In order to make our evaluation general enough, we employ a simple decentralized trust model in
which the trustworthiness T is derived from two pieces of information mentioned above, as shown in Eq. (1),

T = W × I + (1 − W ) × R (1)

where I is the value of the self-experience information, R is the value of rating after aggregation, and W is the weight
of I (correspondingly, 1 − W is the weight of R). For a neighbour k, we calculate its value I with the following
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equation:

I =


1 S > θ,
S

θ
0 < S < θ,

0 S 6 0.

(2)

S is the accumulative credits for the direct transaction. Peer will give the SP a certain credit after each transaction
based on the quality of the received service. We will give more details about the service quality in the following
sections. The θ is a threshold. Regarding to the value of R, different aggregating algorithms have different ways to
set this value, which is detailed in Section 4.5. All values of T , R and I are taken from 0 to 1. The model is an
independent and personalized model, that is, each neighbour has its unique trustworthiness from a peer’s perspective,
and two different peers are not necessary to share the same view of trust.

4. Evaluation space: Algorithms and factors

To evaluate the effect of rating in a comprehensive way, we have conducted two related evaluations in the following
sessions, including comparison of different aggregating algorithms and evaluation on the effects of algorithm-
independent factors, as shown in Fig. 1. Many factors could cast a reflection on the performance of ratings, as
abstracted and illustrated in the right frame of Fig. 1. We classify them into two broad categories: model design related
factors (they are simply called the design factors) and model design independent factors (they are simply called the
system factors). The design factors include five factors which can be adjusted during the trust model design, while the
system factors include three factors which are used to simulated the system environments. Our analyses in Section 6
aim to figure out in a certain prefixed environment simulated with the system factors, what is the performance of the
trust model with a certain set of the design factors, and how to select the correct design factors. In the figure, the top
part of each rectangular box lists the name of factor, while the lower part of each box represents the possible values
of this factor. In addition to these two categories, some other important design concerns are also discussed. Since it is
too complex to conduct all experiments on these factors with respect to all five algorithms, we instead decide to use
the simplest but most generic one, the average aggregating algorithm, as the underlying rating aggregation algorithm
when we analyze the effect of these algorithm-independent factors. There are five state-of-the-art algorithms to be
compared, which represent all solutions in the context of distributed trust inference, as listed in the left column of
the figure. In the following section, we first clarify several key notions in the system, then briefly explain algorithm-
independent factors, and five rating aggregation algorithms.

4.1. Notions

From the angle of service providing and receiving, a peer can be a SP or a service receiver. From the angle of
rating, a peer can be a rater which provides the rating, or a ratee which is the object to be rated (or recommended).
After a peer joins the system, it will know some peers and put them into its neighbor list. We call the peers in the
neighbour list neighbours, which are the candidates to ask for cooperations later. The neighbour with the highest
trustworthiness value will be chosen when a peer needs help from its neighbours, and we call this neighbour the
cooperator. When neighbours are known as bad peers, they will be purged from the neighbour list and recorded in
the blacklist. It may have different approaches to deal with these blacklisted peers. In this paper, since we are targeting
to an open systems, we assuming that there are enough peers to be the cooperator candidates, so we don’t allow the
peers in the blacklist to be chosen as a new neighbour again. For each neighbour, the peer maintains a corresponding
rating queue to hold the ratings.

4.2. Trust model design related factors

Trust model design related factors include the rating dissemination mode (M), the size of neighbour list (SN ), the
size of the rating queue (SQ), and the weight of ratings (W ). In order to validate the trust-independent assumption, we
also introduce the factor independence assumption (A) in this type of factors.
Independence Assumption (A). In Section 3, we make the trust-independent assumption, which is the fundamental
assumption of this paper. However, one may ask that whether the quality of a peer as a SP is consistent with its
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Fig. 1. Evaluation space consists of two parts corresponding to two uncertainties. Among the five algorithms listed in the left column of the figure,
we choose the simplest one, the average aggregating algorithm, to evaluate how ratings affected by different algorithm-independent factors listed
in the right part.

quality as a rater. To the best of our knowledge, there is no conclusion about this. To answer this question, we
consider two school of thoughts here: one is the assumption that the quality for a peer to be a SP is independent
of the quality for a peer to be a rater, which is denoted as trust-independent, the other is on the opposite side by
coupling these two together, which is denoted as trust-dependent. Corresponding to case trust-independent, we use an
average approach (A1) to derive the final rating value, while corresponding to case trust-dependent, we use a simple
aggregation algorithm (denoted as A2), which simply relates the rating with the trustworthiness of the peer as a SP Tr .
More formally, we can define R =

〈W,N〉

|N|
, where W is the weight set, N is the rating set, and 〈W, N〉 is the Euclidean

inner product of set W and set N. A1 and A2 is formalized as A1: ∀x ∈ W, x = 1, A2: ∀x ∈ W, x = Tr . In A1, all
elements of W are set to one, while in A2, the trustworthiness value for the rater as a SP, Tr is the elements of W. Note
that in this part we are interested in studying the appropriateness of the trust-independent assumption. The analysis of
different rating aggregation algorithms, which are proposed in the context of the trust-independent assumption, will
be discussed in Section 7.
Ratings dissemination modes (M). Two dissemination modes of ratings are studied in this paper: push and pull. In the
push mode, once a neighbour’s trustworthiness value changes over a threshold, its update of the trustworthiness will
be propagated to another five neighbours (or less when the size of the neighbour list is less than five) with the highest
trustworthiness value. So the push mode is an active mode. In the pull mode, a peer chooses five neighbours with the
highest trustworthiness to ask for ratings when it needs to recalculate the trustworthiness value of its neighbour k.
Since the asymmetry of the neighbourhood, it is possible those chosen neighbours don’t have the information of k.
In order to increase the hit ratio, every rater sends out five ratings on its five neighbours with highest trustworthiness
value, not just one. Different from the push mode, all five neighbours included in this reply message will be updated at
the requesting peer no matter their trustworthiness values are changed or not since last round. If we want to optimize
this blinding update in the pull mode, peers have to monitor all their neighbours and record the neighbours whose
trustworthiness value is changed and when the value is changed. This will consume significant storage, and make the
system very complex. Both push and pull mode propagate the bad reputation of the peers recorded in the blacklist.
Size of neighbour list (SN ). The neighbours are recorded in the neighbour list. When peers need help from others,
they choose the neighbour with the highest trustworthiness value. Normally, the number of neighbours (the size of the
neighbour list) is fixed, but the neighbours can be altered as time goes on. When one neighbour is recognized as a bad
peer (the trustworthiness value is below the threshold), it can be purged from the neighbour list, and a new neighbour
is randomly chosen from the stranger peers. In a bad community in which most or all peers are bad peers, it is possible
that the neighbour list shrinks to a small size. The size of the neighbour list represents the capacity of the peer for
holding the self-knowledge information. It is expected that with the large size of the list, the system will gain better
performance, which is verified by simulation results, but that will cost more storage and maintenance overhead.
Size of rating queue (SQ). Similar to the size of the neighbour list, there is a limit on the capacity for every peer to
hold ratings from others. FIFO structure is used here to record ratings, which is twofold: (1) every rater has just one
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rating for each peer. The new rating given by the same rater will replace its old value and be lifted to the beginning of
the queue. (2) If the queue reaches to its maximum size, the oldest value at the end of the queue is removed while the
newest one is added to the beginning of the queue. Since in a dynamic environment ratings are somehow unreliable
and have limited time-to-live, using more storage to hold such a kind of information is not justified, which is verified
by the simulation result.
Weight of rating (W ). Because the rating is one of the two components to derive the trustworthiness value, the weight
of the rating is a very important factor for the evaluation. If more weight is put on the rating, it means the trust model
focuses more on the knowledge of others. In our evaluation, five different weight settings for the rating are used: Very
Low, Low, Middle, High and Very High.

4.3. Model design independent factors

Now we are in a position to discuss the model design independent factors, including the qualities of peers (Q R and
QS) and system scale (NP ).
Peer quality (Q R and QS) (Behavioural factors). Each peer carries two roles in the system, i.e. as a SP and as a rater.
Correspondingly, there are two kinds of qualities every peer has: quality as a rater Q R and quality as a SP QS . As a
rater, the quality of a peer can be Good, Bad, or Honest. The good (bad) rater sends out the absolutely correct (wrong)
ratings each time based on the ground truth. Honest raters provide ratings exactly based on their own views. The point
here is, the honest raters always tell the best-effort truth (i.e. not the ground truth), that is, the current trustworthiness
T of the recommended peers in the eyes of the rater. The correctness of the honest rating is related to the extent of
correctly understanding the qualities of the recommended peers. Note that it is impossible to ask a peer to provide the
ground truth in an open environment without the full global view of the system. Therefore, introducing the good and
bad quality is purely for studying the extreme case of peer quality in Section 6.6. As a SP, the quality of a peer can be
Good, Bad, or Dynamic. In order to make the system general enough, the approach to classify the SP in [13] is adopted.
Four qualities of SPs are introduced in the simulation: Good, Low-grade, No-response, and Byzantine. Good SPs will
always provide good service, which leads to the increase of accumulative credits. The last three qualities are related to
the bad SPs, and their corresponding services will lead to the decrease of the trustworthiness value. From Low-grade
to Byzantine, the services are turning worse, and the worst service Byzantine will bring the maximum trustworthiness
value reduction. Good SPs always provide good services. Bad SPs provide one of the three bad services mentioned
above randomly. For a dynamic SP, it provides the service with one of the four kinds of qualities uniformly, so that
only 25% of its total services are good services.
System scale (NP ). In an open environment, as the scale of the system increases, the effect of ratings might degrade
because of the possible increase of the workload and the complexity of communication. The system scale is measured
by the number of peers in our analysis. In our simulation, two scales are compared: small scale (300 peers) and large
scale (600 peers).

4.4. Other factors

In addition to the major factors mentioned above, there are several other factors needs to be clarified: interval of
dynamics, percentage of bad SPs, dynamic SPs, honest raters, and the number of simulation steps.

Dynamic SPs change their qualities in a specific interval (I ). Decreasing the value of I can make the SPs change
their qualities faster, through which we can introduce another kind of dynamics into the system. PB and PD are the
percentage of bad and dynamic SPs respectively in the system. If PD 6= 0, there will be NP ∗ PD dynamic SPs,
NP ∗ (1 − PD)∗ PB bad SPs, and the rest are good SPs, that is, NP ∗ (1 − PD)∗ (1 − PB) good SPs in the system. PH
is the percentage of honest raters. If PH 6= 0, then there are NP ∗ PH honest raters, and the remaining NP ∗ (1 − PH )

raters are all bad raters. Finally, S is the running steps of the simulation. Instead of using the physical running time,
we use the notion of step, which is introduced in the NetLogo [25], to calculate the simulation time. Within each step,
peer will finish all the activity including service request, service providing, trustworthiness value update and rating
dissemination.

All the factors discussed above and their possible values used in the simulation are summarized in Fig. 2.
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Fig. 2. The factors and their possible values in the simulation.

4.5. Algorithms

In the following we briefly describe the five algorithms evaluated in this paper. These five algorithms are the typical
aggregating algorithms in the distributed trust inference where every peer holds personalized views on their potential
raters. The key role of these algorithms is getting rid of bad raters and obtaining accurate ratings. Note that all these
algorithms are proposed in the context of trust-independent assumption, where the quality for a peer to be a SP is
independent of the quality for a peer to be a rater. Some classical algorithms such as EigenTrust [10] are not included
here because it is not able to be applied in such a context.

Average (Avg) [12,13]. In Avg, the rate aggregation R is defined as: ri j =

∑g
z=1 trz j

g , where ri j is the value of
aggregated ratings towards peer j in peer i . trz j is z’s rating towards j . g is the total number of ratings towards
j . For the honest rater, trz j is the trustworthiness value of peer j in peer z, but for the bad rater, this value can be any
value depending on what behaviour pattern the rater acts with. Since all the weights of the ratings are equal (to 1),
there is no need to update the weight, thus there is no corresponding communication and storage cost for the weight
update. This is the simplest algorithm among the five algorithms.

Half weighted (Half) [22,23]. In HALF, the rating aggregation is defined as: ri j = wt ∗

∑k
l=1 til∗trl j∑k

l=1 tril
+ ws ∗

∑g
z=1 trz j

g ,

where wt is the weight about the rating from the acquaintance, ws is the weight about the rating from the stranger,
and til is the weight (trustworthiness) about the rating from rater l. ri j and trl j are the same as Avg. For the weight
update: til = α ∗ to

il + (1−α)∗eα , where til denotes the new trust value that the i th peer has towards rater l; to
il denotes

the old trust value. α is the learning rate—a real number in the interval [0,1]. eα is the new evidence value. In the
original paper [22], eα can be −1 or 1. Authors suggest that, if the rating and the actual experience has considerable
difference, eα will be set to −1, otherwise, 1. However, if the value of α is large, it will make the value of til fluctuate
very fast. So in the simulation, we change this formula a little bit with: til = α ∗ to

il + (1 − α) ∗ |s j
− to

l j | where, s j is
i’s self-opinion towards transaction j , and α is set to be 0.51.
Personalized Similarity Measure (PSM) [21]. In PSM, the rating aggregation is: ri j =

∑k
l=1(trl j ∗

S(il)∑k
n=1 S(in)

), where

similarity S(in) equals to 1−

√∑
r∈I J S(i,n)(

∑
v∈I (i,r) triv

|I (i,r)|
−

∑
v∈I (n,r) trnv

|I (n,r)|
)2

|I J S(i,n)|
. S(in) is the personalized similarity between peer

i and rater n, which is similar to the weight of the rater in Half. trl j has the same definition as that in Avg. Let I J S(i, n)

denote the set of common peers with whom both peer i and n have interacted, and I(i , r ) denotes the collection of
interactions between peer i and r . The similarity between peer i and n is computed based on the root mean square
of the differences in their opinion over the nodes in IJS(i , n). Note that in our simulation, what we use is actually
a slight variant of the original algorithm proposed in [21]. However, our basic ideas are the same, i.e. based on the
personalized similarity towards the same interaction.
Weighted Majority Algorithm (WMA) [30]. In WMA, the rating aggregation is defined as: ri j =

∑k
l=1(lrl j ∗

til∑k
n=1 tin

), where lrl j is the firsthand information of peer l about j . For the weight update: tin = θ to
in , where to

in is the

old weight of rater n in peer i . θ is defined as: θ = 1 − (1 − β)|lrnj − s|.
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Beta model (Beta) [2,6,9,24]. In [9], Jøsang and Ismail propose the beta reputation system which use beta probability
density functions to combine ratings and derive reputation towards the raters. In BETA, the rating aggregation is
defined as: ri j =

p+1
p+n+2 , where p is the number of positive ratings (>0.5) towards peer j , and n is the number of

negative ratings (<0.5) towards peer j . Similar to Avg, in this algorithm we don’t need to maintain the weight of
raters. The raters in the upper and lower 10% will be excluded from the aggregation. This algorithm is also a simple
algorithm without the weight update. Note that several variants have been proposed since they introduced the original
idea; however, in our simulation, we just use a simple algorithm plus a simple filter to exclude the bad ratings.

5. Performance metrics

Before presenting our analysis results, we propose several important performance metrics against which to evaluate
the effect of ratings, including direct and indirect metrics.

5.1. Direct metrics

Direct metrics can be observed or directly calculated from the results, including convergent time τ , selection hit
ς , number of service η, consensus recognition %, workload ω, correction rate φ, storage cost ζ , and running time of
simulation Υ .
Convergent time. The convergence time is a useful metric to evaluate the evolution of the whole system, especially
the bootstrap phase of the system. A lot of previous work focuses on the system behaviour when the system is stable.
Here we argue that the convergence time is an important metric to measure how fast the system can reach a stable
point, especially in a dynamic environment. To understand the convergence of the system thoroughly, four kinds of
convergent times are defined.
Consensus convergent time (τc). At a certain time, different peers will form their own local views on other peers to
form a snapshot of the system. A peer can be viewed as a good peer if its trustworthiness value is larger than a certain
threshold Tgood, as a bad peer if its trustworthiness value is lower than a certain threshold Tbad, or as a dynamic peer
if its trustworthiness value is between Tgood and Tbad. There are five possibilities for one peer in the view of others
in the system scope: (1) Good. Only all the peers knowing the target peer (knowing means the target peer is within
the neighbour list or the blacklist) reach the consensus that the target peer is a good peer, the target peer is treated as
a good peer; (2) Bad. Similar to first case, but the target peer is known as a bad peer instead; (3) Dynamic. All peers
knowing the target peer think the target peer is a dynamic peer; (4) Unknown. No peer knows the target peer; and (5)
Not consistent. The views on the target peer are not consensus. τc is the time after which the consensus status for all
five kinds of peers doesn’t change any more. For some configurations, it is possible that there is no such a convergence
point at all.
Neighbor list convergent time (τn). The neighbour list changes every moment to add new neighbours and drop the bad
neighbours. After a certain point τn , the neighbour list may stay unchanged or changed very rarely, that is, reaching a
stable stage.
Rating convergent time (τr ). It is expected that after certain point the number/percentage of good ratings should stay
in a fixed range. This point is defined as the convergent time of the rating.
Service convergent time (τs). Different from τr , τs defines the convergence from the angle of service. It is the time
after which the number of good(/bad) services keeps stable in every moment.

It is worth noting that in a dynamic changing environment, it is very difficult to formally define the convergence
time. However, we take the following schemes in our analysis. Given a series of collected data, we take a fix window
and calculate the average variance as following equation ∆ =

∑N
i=1 |

xi −x̄
x̄ |. If the difference of two continuous

average variances is close enough (e.g. less than a predefined threshold), we take the left boundary of the first window
as the convergent point.
Selection hit (ς ). When the system reaches a point of τn , the neighbour list gets to a stable stage. The total number of
good cooperators at this moment is called selection hit. When the cooperator of every peer is a good cooperator, the
value of ς is equal to the total number of peers (NP ) in the system.
Number of services (η). This metric includes the number of good service ηg and the number of bad service ηb. ηg is the
most direct metric to show the benefit of the system affected by the trust model. If we fixed other parameters related
to the trust model, and just change the factors related to the rating, then η will be the indication of the performance
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of the rating, and ηg reflect the benefit of the system gets from the rating. Thus, in the following section, when we
mention the benefit to the system, we refer to the value of ηg . The larger of ηg with the same running time, the more
effective of the model is. The total number of service η is defined as the sum of ηb and ηg: η = ηb + ηg .
Consensus recognition (%). This metric reports the evolution of the system, including the number of peers with
consensus status ‘Good’ (%g) and ‘Bad’ (%b).
Workload (ω). In every step, the total number of ratings accepted by all peers is called the step workload ωS , which is
the indication of the system instantaneous communication cost. We denote the system accumulative workload ωA as
the accumulative number of total ratings within a specific number of steps. A good design is expected to bring lower
workload to the system.
Correction rate (φ). This metric is used to measure the capacity of the rating to catch the correct status of the system.
Similar to the definition of workload, there are also two kinds of correction rates, step correction rate φS which is the
ratio of the number of good ratings to the number of ratings ωS in every step, and accumulative correction rate φA.
which is the ratio of the accumulative number of good ratings to the accumulative number of ratings ωA. φ can be
treated as one metric to evaluate the effect of different parameter combinations. Higher value of φ is expected if the
combination is optimal.
Storage cost (ζ ). In some special environments, such as wireless network, there is a strict limitation of storage. Storage
cost of the rating algorithm will be one of the considerations for the system developer. The storage cost consists of
three parts: neighbour list, rating queue, and blacklist. When these data structures are enlarged, not only the storage
but also the system workload will be increased because the number of information to be interchanged is increased. On
the other hand, this metric can indirectly show the severity of the environment, because when the environment turn
worse, more information needs to be stored to help pick up the good peers.
Running time of simulation (Υ ). It is the total time used after a specific number of steps. The simpler of the
aggregating algorithm and the less severity of the environment can make the running time shorter.

5.2. Indirect metrics

In addition to the direct metrics defined above, we are also interested in two indirect metrics: benefit speedup β and
efficient factor ε.
Benefit speedup (β). Good services are provided by two kinds of SPs. Good SPs always provide good services, while
the dynamic SPs provide good services with 25% of their total services. So we can get an expected value E on the
percentage of good services once PB and PD are fixed: E = 0.25 ∗ PD + (1 − PD) ∗ (1 − PB). If the rating plays
as a positive factor in the trust model, we would expect the system to get more good services ηg . In order to describe

this kind of improvement, we introduce the benefit speedup β: β =
ηg/(ηg+ηb)

E . i.e. the ratio of the simulation benefit
to the expected benefit. We expect that the larger value of β, the more positive the ratings are.
Efficient factor (ε). In the system the convergence time is expected to be shortened if ratings are fully utilized. In this
case, the more number of ratings, the shorter the convergent time. However, a large amount of ratings can bring heavy
workload to the system. In order to show the efficiency of each unit of rating contributing to the system convergence,
we define the efficient factor ε: ε =

τn
ωA

. Here we are using the neighbour-list convergent time τn , because in the
simulation, only this convergent time is available for all cases. ωA is the total workload within time τn .

6. Performance evaluation I: Factor uncertainty

Now we are in a position to describe our simulation results and discussion. We build a simulation platform using
NetLogo [25], a very popular multi-agent simulation tool in the AI community, which can easily model the parallel
and independent agents, to simulate interactions among peers. With NetLogo we have developed a friendly GUI-based
user interface to control the simulation, and we can easily tune different parameters to form different configurations.
In the following, some details about the simulation will be discussed first. Then we present the configuration of the
baseline for the comparison in the rest of the section. Finally, a complete study and discussion are depicted based on
the metrics we describe in Section 5.
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Fig. 3. The skeleton of system execution from the perspective of service requesters and service providers.

6.1. Simulation details

Fig. 3 shows the brief skeleton of the system execution from the perspective of service requesters and SPs
separately. In each step, each peer finishes either the job of service requester, or the job of SP, or both when the peer
requests the service and receives the service request at the same time. In the simulation, when the simulation starts or
the neighbour list becomes empty, a new peer is chosen as a new cooperator randomly. At this point there is no self-
experience information or rating for the new chosen cooperator. The system will assign a low trustworthiness value
T0 = 0.4 to the new cooperator. Afterwards, the trustworthiness values change according to variations of I (∆I ) and
R (∆R) based on this value. In other words, in the simulation the Eq. (1) becomes T = T0 +W ×∆I +(1−W )×∆R.
When T > 1, it will be reset to 1. When T < 0, it will be reset to 0.

To make our simulation as close to the real P2P systems where peers often go offline, we also simulate the offline
peers by assigning every peer a random lifetime (or Time-To-Live) within the step range [50, 100]. After reaching
the lifetime, the peer will not respond to any service request, and won’t be counted in the statistics either. After one
more step, the peer comes alive again with a new life time randomly chosen from the range [50, 100]. In every step
peers send out a service request with the possibility of 50%. In this part of evaluation, we compare all the algorithm-
independent factors under the Avg algorithm. The reason to use Avg is because Avg is a simple and general algorithm
which can be used in any trust model. Using this simple model to compare the results of different metrics is direct
and fair. We also use part of the same metrics to compare different rating algorithms, and the evaluation results can be
seen in Section 7.

6.2. Baseline

In order to illustrate the simulation results clearly, we develop a normal configuration with 300 peers as the baseline
for comparison purpose. The configuration of the baseline is listed in the top portion of Fig. 4. In the baseline there
are a small part of bad peers and bad raters, and PD = 20%, i.e. 300 ∗ 0.2 = 60 dynamic peers in this configuration.
From the value of PB = 0.2, it can be known that (300−60)∗0.2 = 48 peers are bad SPs, and (300−60)∗0.8 = 192
peers are SPs. All raters in the baseline are honest. The weight of the rating is set as 0.3, which means the rating is
less important than the self-experience information. The dissemination mode is push.

The bottom portion of Fig. 4 shows all the simulation results in Section 6 in terms of the metrics defined in
Section 5. The reason to put these results together are for better comparison and analysis. To distinguish with the
temporal results discussed below, we call this type of results final results. Note that the unit of all τc, τn , τr , and τs is
“50 steps”, and the unit of ω, ηb, ηg is “103”. For the values of %g and %b, they are represented in the form of three-
tuple: (# of Good SPs, # of Bad SPs, # of Dynamic SPs). Here is an example on how to understand this three-tuple. In
this figure %b = (0, 19, 20), which means there are totally 0 + 19 + 20 = 39 SPs are known as bad SPs. Within these
SPs actually there are 0 good SPs, 19 bad SPs, and 20 dynamic SPs. For the simplicity of comparison, the values of β

and ε have been normalized. In some sections when some metrics don’t have the corresponding values, or the values
are meaningless, we mark a “N/A” in the corresponding cell in the table. In the leftmost column, the “Sec No.” is the
section number corresponding to the section where the results in the right at the same row to be described. CNew stands
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Fig. 4. Configurations of baseline, and all results of factor uncertainty evaluation in the whole Section 6.

for the new configuration. In CNew column each cell shows factor(s) which is changed compared with the baseline.
The factors not shown will keep the same value as the baseline settings.

Fig. 5 shows the simulation results during the whole simulation. We call them temporal results. The x-axis of all
subfigures stands for the number of simulation steps. Fig. 5(a) measures the correction rate of the rating, where y-axis
is the number of the rating with unit 103. There are totally three plots in Fig. 5(a), which stands for the “Total number
of ratings”, “Number of good ratings”, and “Number of bad ratings” respectively. We can see that, the number of bad
ratings is very small, and decreases as time passes. Almost all the ratings are good ratings, so the plot representing the
good rating is almost coincident with the one representing the total ratings. Another important fact in this figure is, the
plot doesn’t get stable within 4500 steps, and the good rating is still increasing. However, if transforming the number
to the percentage, we will have a different view, as reported in Fig. 5(b), where y-axis shows the percentage. The plot
‘Good Rating’ stands for the good rating from the angle of percentage. From this angle, we can find that, the good
rating gets convergent very fast, and τr is obtained from this plot. Another plot of Fig. 5(b) ‘Good Service’ stands for
the percentage of the good services the system gets at every moment. It can be observed that this plot is not convergent
within 4500 steps, and the trend is increasing. τs is derived from this plot. Here we introduce two convergent values
V R and V S , which are defined as the average percentage of good ratings (R) and good services (S) after τr . In the
baseline V̄R can reach a very high value 0.980, while τs doesn’t exist. We calculate V S within final 300 steps. For
baseline V S = 0.75, and it is expected that if the running time gets longer V S will be larger, which shows that the
model is relatively effective.

Fig. 5(c) is used to observe the variation of the neighbour list. In this figure, the y-axis is the number of cooperators
with different types of qualities. There are three plots, ‘Good’, ‘Dynamic’, and ‘Bad’, in this figure, which denotes
the number of good cooperators, dynamic cooperators, and bad cooperators respectively. The values of τn and ς can
be derived from the plot “Good”. In Fig. 5(c) the plot ‘Good’ can reach 300 after τn , which means in the baseline
every peer can find a good cooperator. Note that after τn , the plot still has some fluctuations, which is not because the
variation of the neighbour list, but because some cooperators are offline when the system makes statistics. So in the
following experiments, when the selection hit ς is mentioned, it refers to the maximum number of the ‘Good’ plot
after convergent point τn . With a good model, when the neighbour list gets stable, ς should be the same with the PN ,
which means all peers find good peers as cooperators.

Finally, Fig. 5(d) reports the consensus statistics of system snapshot. There are three units in the figure, and each
unit consists of two bars. The left bar reflects the recognition consensus, which includes five parts, # of good SPs,
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Fig. 5. Temporal results of the baseline: (a) correction rate, (b) percentage of good services and correct ratings, (c) statistics of the neighbour list,
(d) consensus statistics of system snapshot.

# of bad SPs, # of dynamic SPs, # of unknown SPs, and # of not-consistent SPs, whose order is the same as the
rightmost legends. These five parts are the current consensus status. For each part, the actual qualities of those SPs
(i.e. the ground truth) are shown in the right bar within the same unit. For example, for the left most unit, the upper
yellow part in the left part stands for at 100th simulation steps, there are 198 SPs are known as dynamic SPs, among
which there are 54 SPs are actually real dynamic SPs, while 111 SPs are good SPs, and the remaining 33 SPs are
bad SPs. In the figure, we can see that the numbers of SPs known as ‘Not Consistent’ and ‘Unknown’ are very few.
The numbers of SPs with consensus status “Good”, “Bad”, and “Dynamic” occupy most portion. Within these three
kinds of status, “Good” and “Bad” are actually the most important, because recognizing the good SPs and bad SPs
is the major responsibility of the trust inference. Thus we will study the consensus progress base on %b and %g only.
In Fig. 5(d), the three units are corresponding to three snapshots of the system. The first snapshot is at the 100th
step, which stands for the initial stage of the system. The second snapshot is at the 2750th step, which represents the
middle stage of the system, and the final one is at the 4500th step, which denotes the final stage of the system. From
this figure, we can see that the number of good and bad SPs known by the whole system is increasing, and the SPs
known as dynamic SPs are decreasing, which shows that the trust inference model do have an effect to decrease the
disorder of the system, and achieving the goal to find out the good and bad SPs. From this figure, we also notice that
the SPs known as good SPs are all actually good SPs, while for the known-as-bad SPs, some of the dynamic SPs are
misclassified. However, this kind of misclassification is endurable.

It is worth noting that the above data also show the effectiveness of our simple trust inference model in the baseline.
Next we will discuss according to the factors presented in Fig. 1.

6.3. Weight of rating

Changing the weight of rating is the direct way to change the role of ratings in the trust inference. However, it is not
clear how the weight adjustment plays the effects. In Liang and Shi’s paper [13], the authors provide some preliminary
discussion on choosing the weight of the rating within their trust model. Basically [13] suggests that it is better to set a
low weight to the rating, but it dose not dig inside. In this subsection, we delve into this issue in depth. Comparing with
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Fig. 6. Effects of different weights: correction rate with (a) W = 0.5, (b) W = 0.7, (c) W = 0.9, percentage of good services and correct ratings
with (d) W = 0.5, (e) W = 0.7, (f) W = 0.9.

baseline, we change the weight to 0.5, 0.7, 0.9 separately to see the result from the prospective of correction rate and
the percentage of good ratings and good services. The part of “Weight of Rating” corresponding to row “Section 6.3”
in Fig. 4 shows the final results. Comparing these results with the results of baseline, we can derive some interesting
observations: (1) Basically, the larger the value of W , the less the benefit speedup of the rating brought to the system;
(2) Larger W is helpful to shorten the convergent time except τn , which shows a reverse variation tendency. The
exception of τn tells us a fact that high W will interfere with the convergence on the recognition of neighbours, which
is also implied by the decreasing of ς ; (3) From the perspective of workload, with W = 0.7, the workload is ten times
as others. Note that, with W = 0.9, the workload ω decreases a lot and the efficiency factor ε improves a lot. This is
because the extremely high weight of rating plays the major role in the trustworthiness evaluation. However, this kind
of efficiency is not good because it leads the system to a stable stage where the facts are distorted. So here we need to
make a tradeoff between the efficiency and the correctness.

Fig. 6 depicts the comparison of two temporal results. In subfigure (a), (b), and (c) which present the result of the
correction rate, there is a small table on top of each figure to show the fluctuation of the plot after τr (indicated by the
vertical line in these figures). The column “Total”, “Good”, and “Bad” are corresponding to plot “Total”, “Good”, and
“Bad”. The row of “Max”, “Min”, and “Amplitude” lists the maximum value, the minimum value and the amplitude
(equals to Max – Min) of each plot after τr . From Fig. 6(a), (b), and (c), we can again see that with higher weight on
the rating, the system is faster to get convergent. From Fig. 6(d), (e), and (f), it can be seen that V S is decreasing as W
increases, which again shows that large W is harmful to bring more good services. From the above analysis, we get
the following observation: in a system with bad SPs, even when all raters are honest, it is better to set a low weight to
the rating. The experiment results in our previous work [13] show that 0.2 ∼ 0.3 is a reasonable range for W .

6.4. System scale

In order to study the scalability of the system, a larger scale system with 600 SPs is simulated.2 Fig. 7 report the
temporal results, and the corresponding final results are listed in the part of “System Scale” in the row “Section 6.4”

2 The authors realize that 600 is not really large. However, the point here is to evaluate the trend of scalability and have some preliminary results
on the scalability.
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Fig. 7. Effects of large scale: (a) correction rate, (b) percentage of good services and correct ratings, (c) statistics of the neighbour list, (d) consensus
statistics of system snapshot.

in Fig. 4. Though the scale is two times as the baseline, the workload is just about 50% higher. This is implied from
both the total number of ratings in Fig. 7(a) and the value of workload ω. However, the performance of the system is
almost the same: V R is 0.97, 0.01 less than that of the baseline, and V S is 0.70, 0.05 less than that of the baseline;
when the neighbour list get stable, 598 (99.7%) SPs can get a good peer as the cooperator; 279 (72.7%) good SPs
and 39 (40.6%) bad SPs are recognized, almost the same as the baseline (78.6% good SPs and 39.6% bad peers
are recognized); the convergent times τC and τR , and benefit speedup β are all close to the baseline. Moreover, the
efficient factor ε reaches to 15.81, almost two times as that of the baseline. All this data tells us that, our simple trust
model using the ‘Push’ dissemination approach is scalable.

6.5. Storage capacity

Intuitively, the more storage space to hold the self-knowledge, the higher possibility to choose a good cooperator,
which is helpful to improve the performance. However, in the real deployment, less space requirement is always
desirable, especially for some systems like sensor networks, where the storage is very limited. So a tradeoff exists
between the knowledge capacity and the space consumption. There are two kinds of capacity in the model: Size of
the neighbour list SN and Size of the rating queue SQ . In order to study the effect of SN and SQ we conduct two
experiments with the same configuration as the baseline, except enlarging SN from 8 to 14, and SQ from 5 to 8.
Finally, in order to better evaluate the effect the SN , we increase the scale of the system from 300 to 600 (but same
percentage of different kinds of SPs as baseline, and enlarge SN to a larger value 20. The temporal results are described
in Fig. 8, while the final results are listed in the part of “Storage Capacity” corresponding to row “Section 6.5” in
Fig. 4.

First, let us look at the case with SQ = 8. From the final results in Fig. 4, we can see that except from the
workload which decreases about 30%, the performance upgrade of other metrics are very limited; even worse, the
performance of some metrics degrades, which shows that changing SQ can not bring significant benefit to the system.
Now let us turn to the case with SN = 14. Except %g drops a little bit, the performance of other metrics are improved
significantly. The reason of the drop of %g is, when SN increases the possibility of the consensus conflict increases
as well. For example, a good SP i enters the neighbour list of peer j but never gets chances to be selected as the
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Fig. 8. Effects of different sizes of neighbour list and rating queue: correction rate with (a) SN = 14, (b) SQ = 8, (c) SN = 20, NP = 600,
percentage of good services and correct ratings with (d) SN = 14, (e) SQ = 8, (f) SN = 20, NP = 600.

cooperator, because j’s original neighbours are all good SPs and have accumulated high trustworthiness value. Since
i can not be the cooperator, there is no chance for i to increase its trustworthiness value, thus though i always stays in
the neighbour list, it is never selected. However, the drop of %g doesn’t weaken the service benefit of system, on the
contrary β increase from 1.02 in the baseline to 1.22. For the final case, though the scale is doubled, all the metrics
are still get better performance than the baseline. From the convergent time and service benefit, we can see that it is
even better than the case with SN = 14 while the scale is just 300. If we compare this with the results of “Section 6.4”
in Fig. 4, the simulation with the same scale 600 peers, we can see more significant improvements. In Fig. 8, we can
see that increasing SN is also helpful to make the percentage of good ratings and good services less fluctuated. From
above all, we draw the following conclusion: increasing the size of the neighbour list is more valuable than increasing
of the size of the rating queue. It again shows that the self-knowledge is more important than the knowledge from
others (ratings) in open environments.

6.6. Quality of raters

In this subsection, we study how the quality of raters affects the system performance from two perspectives: ratio
of honest raters and extreme cases.
Ratio of honest raters. In the baseline, all raters are honest raters. However, in a real system, such an ideal situation
doesn’t exist. So in this experiment we are going to study how the percentage of the honest raters affects the system.
Two cases are studied: (1) only 20% of peers are honest raters, to simulate a relative unreliable system with large
number of bad raters, and (2) 70% peers are honest raters, to simulate a relatively reliable system with small number
of bad raters. The “temporal” results are illustrated in Fig. 9, and the “final” results are list in the part of “Quality
of Raters” corresponding to row “Section 6.6” in Fig. 4. Comparing with the “final” results of the baseline, we can
see that, when PH drops from 100% in baseline to 70%, the selection hit (ς ) drops to 193 (decrease 35.7%), and the
benefit speedup ε drops to 0.69 (decrease 32.9%); while PH drops more to 20%, these two values are 140 (decrease
53.3%) and 0.41 (decrease 60%) respectively. From Fig. 9, we can see other negative effects as well. Dishonest peers
introduce significant noise and fluctuation. The noise and fluctuation in the case with PH = 70% are already not
acceptable, and the case with PH = 20% is even worse. This is somehow consistent with what Whitby et al. [24]
observed: with 30% of raters rating unfairly, the phenomenon of wrong judge of the SP’s reputations becomes severe,
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Fig. 9. Effects with different percentage of honest raters: Correction rate with (a) PH = 20%, (b) PH = 70%, percentage of good services and
correct ratings with (c) PH = 20%, (d) PH = 70%.

Fig. 10. Percentage of good services under the extreme case with different weights of ratings.

despite the bad rating filtering exists; with 40% of raters rating unfairly, iterating filtering finally breaks down. From
this we can see that the malicious rating is a big threat for the trust inference in open environments. Even the ratings
are good, it doesn’t mean it will bring more reward for the system automatically, which can be seen in the following
analysis. We believe that the better way to inhibit the negative effects of the bad rating is to lower the weight of the
rating in the trust inference, rather than just focusing on filtering out the bad ratings, because focusing more on the
self-experience information can improve the resistance to bad ratings.
Extreme cases. There are two intuitions most people will hold for the rating: (1) The performance of a system with
all raters are bad should be worse than the system with all raters are good, no matter how to change the weight of
the rating; (2) If all raters are good, it should set the weight of rating high to make full use of the rating. However,
from the simulation results shown in Fig. 10, we find that none of these two intuitions hold. In Fig. 10, four plots with
the order from top to bottom represent the percentage of good services the system gets with the option “good raters
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Fig. 11. An example of clique in the system.

with low weight (W = 0.3) of ratings”, “bad raters with low weight (W = 0.3) of ratings”, “good raters with high
weight (W = 0.7) of ratings”, and “bad raters with high weight (W = 0.7) of ratings” respectively. Note that here
raters are not honest anymore, but either bad or good (see Section 4 for definition). A very amazing result from this
figure is, even when all ratings are good (absolutely correct), V S is just 37.5%, far less than 74.8% in the baseline.
When the weight of ratings increases, the value drops to 20.9%. The possible culprits are the limited storage capacity
of the peer and the fast spread of the ratings. The frequency of rating is expected to be higher than that of the direct
interaction, so once the rating is assigned with a high weight, it tends to dominate the trustworthiness value update.
Especially when ratings keep to boost a small portion of peers. Good ratings make the system get convergent very fast,
which can be seen from the Fig. 10. Then some good peers form a close clique, inside which every member helps each
other and boosts each other, but rejects any request from outside. Other good peers and bad peers, unfortunately, still
choose peers in this clique as the cooperator, with the risk of their requests being rejected. However, once they drop
the trustworthiness value of clique peers, ratings from the clique boost the trustworthiness values of clique members
again. So the final results is only peers in the clique can get good services, as shown in Fig. 11, and other peers keep
trying to request services from the clique even their requests are rejected again and again. When the weight of the
rating is decreased, it can slow down the speed to form the clique, so does the enlarging speed of the clique. This is
why even when all ratings are bad (absolutely wrong), when assigning the rating a low weight, it still outperforms the
case with good ratings having a high weight. From this we can see that even correct ratings sometimes play negative
roles.

6.7. Quality of SPs

In this section, we are going to study the results when the percentage of bad SPs and dynamic SPs are increased.
Percentage of bad SPs. The part of “Quality of SPs” corresponding to row “Section 6.7” in Fig. 4 shows the results
when increasing PB from 20% to 50% within 3000 steps (not 4500 steps as the baseline). We treat the result of
“PB = 20%” in this section as 3000-step baseline. Comparing with the workload of 3000-step baseline, when PB is
50%, the number of ratings increases significantly: from 4.4 × 106 to 14.8 × 106 (increase 236%), and the efficiency
factor of the rating is only 53.4% of the 3000-step baseline. This data shows that, our model is sensitive to bad SPs, so
that more ratings are needed to help others to discover bad SPs. The reason is, when the number of bad SPs increases,
the chance for a peer to meet a bad cooperator also increases, so that the rating spreading is triggered more frequently.
Though ε is decreased, the benefit speedup β increase from 0.98 to 1.47, which validates that our model can highly
resist against the bad SPs. Note that here the simulation only runs to 3000 steps instead of 4500 steps, because the
high workload generated makes the simulation become very slow after 3000 steps, which implies the necessity of
mechanisms to find out the bad SPs in a system with large amount of bad SPs.
Percentage of dynamic SPs and dynamic interval. Dynamic SPs and length of dynamic interval are also the possible
factors for the rating. Because the correctness of the rating is time related, when the rating arrives, maybe the dynamic
SP which is rated has changed its quality. This section studies the effect of the dynamics within our model, in which
ratings are just simply averaged and assigned with a low weight in the trust inference. In order to show more about the
difference, the portion of dynamic SPs increase from 20% to 40%. When the frequency of SPs changing their quality
increases, it is expected the correction rate of the rating decreases. However, from the results in Fig. 12, we find
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Fig. 12. Effects of different dynamic interval: correction rate with (a) I = 3, (b) I = 12, (c) I = 30, percentage of good services and correct
ratings with (d) I = 3, (e) I = 12, (f) I = 30.

that the negative effect brought by the shortening of the dynamic interval is not that obvious. More surprisingly, the
shorter the interval, the more percentage of the good ratings and services the system can get, with the cost of raising
the workload of the system a little bit. We attribute this to the fact that the more frequently dynamic peers change
their qualities, the higher possibility they will be caught for their bad services. In addition, our model relies more on
the self-experience information, which offsets the negative effect of dynamics. To this end, we argue that our trust
model is able to make use of the dynamics to catch the dynamic SPs while suppressing the negative effect. Many
researchers [2,18,23,27–30] try to filter out bad ratings and make full use of strength of ratings. The basic idea of
these work is introducing another model to associate the trustworthiness value (or weights) with ratings. We detain
the comparison between these approaches and our simple average algorithm to the next section. Moreover, the fact
that the change of the dynamic interval and percentage of dynamic SPs does not decrease the number of good services
in our simple model implies that, the simple trust inference model proposed in Section 3 is a good model in dynamic
systems with high churn rates.

6.8. Dissemination mode

So far all the simulations are based on the push model to disseminate ratings. The reason is, the push model is
more efficient than the pull model, which is to be analysed in this subsection. From the results shown in the part of
“Dissemination Mode” corresponding to row “Section 6.8” in Fig. 4 and the results in Fig. 13 we can see that the
comprehensive performance of the pull model is close to that of the push model, except the overwhelming workload
and the extremely low efficiency factor of the pull mode. Note that in the figure only 3200 steps are used. This is due
to the large workload. Thus, we stop the simulation after we get all convergent times. The pull model incurs about
13-times of workload as that of the push model. The reason is, in the pull model, every time when a peer asks for
the help from a new cooperator, the requested peer needs to pull the ratings about this cooperator and recalculate the
cooperator’s trustworthiness. While in the push model, only when one neighbour’s trustworthiness value changes over
a threshold, the ratings about this neighbour are pushed to others. So the frequency of ratings of the pull model is much
more than that of the push model in a dynamic environment. From the table, we can see that, though the pull model
can reach the convergent state earlier, the percentage of the good rating and the good service are worse than those of
the push model. Therefore, we believe that the push model is much better than the pull model for trust inference in the
similar environments as we simulated.
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Fig. 13. Effects of pull model: correction rate with (a) M = push, (b) M = pull, percentage of good services and correct ratings with (c) M = push,
(d) M = pull.

6.9. Validation of trustworthiness independence

Before we conclude this section, we want to answer the final question: Does a good SP also have good rating
attitude? To our knowledge, there is no conclusion on this. For example, in human society, merchants tend to defame
others to attract more customers, even those who are good SPs. In Section 3, we make the assumption that these two are
independent. Here we want to illustrate what will happen if we relate the weight of the ratings with the trustworthiness
value of the rater as a SP (i.e. the A2 algorithm in Section 4), as shown in the Fig. 14. Comparing with the baseline,
we can see that except the convergence time is shortened and the workload of the system decreases a little bit, other
metrics are even worse than the baseline. From Fig. 14(b), we can see that after τs , the average percentage of good
service V S is just 0.65, 12.7% less than that of the baseline (V S = 0.75). From Fig. 14(d), we can see that, the ability
to recognize the good and bad SPs is decreased as the time goes on, and the number of unknown SPs increases. All
these data show that the fast convergence resulting from relating ratings with the trustworthiness values of the rater
as a SP just leads the system to a worse direction. So it is not a good idea to judge the ratings based on the rater’s
trustworthiness value, unless we can guarantee that the peer has the same quality as a SPs and as a rater. Unfortunately
it is not always true. To this end, we argue that the trust-independent assumption in Section 3 is appropriate for open
environments.

7. Performance evaluation II: Algorithm uncertainty

We have conducted a comprehensive evaluation on multiple algorithm-independent factors based on the average
aggregation algorithm. Now we are in a position to compare all state-of-the-art rating aggregation algorithms. Note
that all these algorithms are proposed with the trust-independent assumption, that is the quality for a peer to be a SP
is independent of the quality for a peer to be a rater. The key role of these algorithms is getting rid of bad raters and
obtaining accurate ratings.
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Fig. 14. The results of using the A2 algorithm: (a) correction rate, (b) percentage of good services and correct ratings, (c) statistics of the neighbour
list, (d) breakdown of system discovery.

Fig. 15. A snapshot of the GUI interface of the simulation platform.

7.1. Extension

In the previous section, the simulation platform is built based on Avg. In order to integrate five algorithms listed in
Section 4.5 into one common platform, several extensions need to be made. Fig. 16 shows the execution skeleton of
service requesters and SPs for the extended simulation, and Fig. 15 illustrates a snapshot of the simulation platform.
The major difference between the extension and the previous one is how to derive rating R. The update of R is
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Fig. 16. The skeleton of system execution in evaluation II.

implemented by different aggregation algorithms now. For algorithms Avg, Half, and Beta, the possible raters can
only be chosen from the neighbour list, i.e. only the peers with which the requester has interacted before can become
a candidate. However, with the same limitation, the algorithms PSM and WMA will be restricted so that they can
not show their special advantages. So for these two algorithms, we enlarge the rater candidate set to the two-hop
neighbours, that is, neighbour’s neighbour. Because of this, we can see that these two algorithms consume more
storage in the analysis. In our evaluation, we try our best to keep our implementations in their original flavour.
However, since these algorithms are proposed in different contexts, some small adjustments are needed when we
integrate all of them into the same platform. It is worth nothing that, peers only request raters to update their ratings
when peers get one bad service in the simulation. Besides getting one bad service (reactively), peers also update the
weight of raters periodically. In the simulation, the program runs 2000 steps and then stops. The system has 300 peers.

We notice that peers can have more complex qualities than we have defined in Section 4.3. In this section, we
redefine the type of qualities as both SPs and raters to extend our evaluation. Three types of behaviour patterns of
SPs are studied: fixed (F), random (R), and oscillating (O). The type of “F” includes the fixed good and fixed bad.
With the option F , SPs won’t change their qualities once the simulation starts. With the option R, SPs will change
their qualities randomly. While with the option O , SPs will change their qualities in a fixed oscillation span (20
steps in our simulation). For the quality as a rater, three kinds of bad raters are introduced and studied: “malicious”,
“exaggeration”, and “collusive”. Suppose s represents the real opinion of the rater. Malicious raters always give the
complementary opinion, that is, sending out 1 − s to others. The exaggerating raters will exaggerate their ratings by
a exaggerating factor α, which is 0.5 in our simulation. For this type of raters, the rating s + α ∗ (s − 0.5) will be
sent out. For the final category, collusive raters will send out 1 for the peers in the collusive group, and 0 for the peers
outside the group. In our simulation, the size of the collusive group is chosen as 20% (60 peers) of the total number
of peers in the system.

We select six performance metrics from the whole set proposed in Section 5, including the system workload ω, the
accumulative correction rate φA, the total number of services η, the percentage of good service among all services
ηg/η, the storage cost ζ , and the running time Υ , to conduct a complete comparison of the performance of different
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Fig. 17. Baseline and the test of change of the percentage of honest raters: (a) and (b) (corresponding to Exp.#1 to Exp.#6) are the interval plots
of baseline about ηg/η and the storage cost. In the baseline, only 20% peers are malicious raters. (c) and (d) (corresponding to Exp.#7 to Exp.#11)
are the interval plots on the scenario with 80% malicious raters based on the baseline.

algorithms. Each figure includes a figure part and a table part. The figures are the interval plots on the data set
corresponding to each peer. Two set of data are plotted. One is the number of good services ηg (the subfigures on the
left side), the other is the accumulative storage cost (the sub-figures on the right side, with unit of “103”). Each figure
contains five to six vertical lines, which are corresponding to different algorithms. The random algorithm (denoted as
Rand) is to simulate the case where no trust information is used to help to choose the SPs. So in Rand, peers randomly
choose the SPs, and do not store the rating from raters. The value shown in the middle of the line is the corresponding
mean. All plots are with 95% confident interval. In the table part, all the data corresponding to the metrics mentioned
above are listed, and this data is from the view of the whole system. Note that since a large number of experiments
with different parameter configurations have been conducted in our analysis, we use experiment numbers to distinguish
them. The configuration of parameters corresponding to each experiment is explained in the caption of the figure. The
experiment numbers are listed in the x-axis of every figure beside the names of algorithms, and the first column in the
table. For example, Exp.#(6) in Fig. 17 means the Beta aggregation algorithm with the configuration that 20% peers
are malicious raters.

7.2. Baseline and effect of malicious raters

Normally, we would expect most SPs and raters in the system are good, so we simulate an healthy environment as
our baseline, where 80% SPs are good and 80% raters are honest. The remaining 20% SPs are fixed malicious SPs, and
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the remaining 20% raters are malicious. Since we want to study the effect of ratings in the trust inference, it is natural
to set a high weight to the rating. In the baseline, the weight of rating W is set as 0.8, which is corresponding to figures
(a) and (b), and Rows 1–6 of the table in Fig. 17. From Fig. 17(a) and column “ηg/η” in the table, we can see that, from
the viewpoint of ηg/η, PSM outperforms other algorithms obviously. Though Beta is a little bit worse than PSM, from
Fig. 17(b) and ζ , we can find that, the storage cost of Beta is just the half of that of PSM. The running time of Beta
(19.818) is also far less than that of PSM (36.903). Despite WMA with the highest storage cost, the performance is not
as good as PSM. It is even a little bit worse than Avg and Half. Because of the highest communication and storage cost,
WMA is also the slowest algorithm. Comparing with Rand, all algorithms get considerable improvement, but at the
cost of more storage and communication. Figs. (c) and (d), and the rows 7–11 of the table in Fig. 17 show the results
when the percentage of malicious raters increases from 20% to 80%. Comparing these two scenarios, we can find that,
ηg/η dose not decrease significantly. Among all algorithms, PSM drops most heavily, from 0.795 in subfigure (a) to
0.755 in subfigure (b) for the mean number of good services among all peers, and from 0.851 to 0.810 for ηg/η from
the system view. Considering the significant change of the number of malicious raters, we can say that all algorithms
still perform well. To this end, we argue that when the environment is a healthy environment with a majority of good
peers, all algorithms show quite a bit resistance against malicious raters. From the view of the storage cost, only
PSM and WMA increase a little bit, while other algorithms keep almost the same. The reason is, as explained in the
Section 7.1, PSM and WMA will accept the raters from two-hops neighbours, thus more raters will be accepted and
more ratings will be generated, which leads to more dependence on ratings for PSM and WMA. When the percentage
of malicious raters increases, more ratings are needed to judge the quality of the rater. For the other three algorithms,
the number of ratings is far fewer than those of the previous two algorithms, thus the change of the storage cost is not
obvious.

7.3. Effect of bad SPs

To study the resistance against the bad SPs, 80% bad peers are contained in this group of simulations, so that we
can see the obvious effect brought by bad SPs. From Fig. 18, we can see several similar results as the baseline: the
costs of PSM and WMA are much higher than those of other three algorithms in terms of the storage cost and the
running time, and PSM is still the best algorithm to get the largest ηg/η. However, comparing to the baseline, the
significant increase of the percentage of bad SPs incurs the significant increase of the communication and storage for
PSM and WMA, and sharply drop of ηg/η. When the quality of bad SPs are random or oscillating, ηg/η is basically
higher than the case with fixed malicious quality. One amazing result is, in the case of SPs with random or oscillating
quality, Avg is the second best algorithm to get the good services. Since the design of Avg is much simpler, and the
cost of this algorithm is lower, it is worth considering Avg when using an open system where most peers are oscillating
SPs. We can also observe that the performance of the other simple algorithm Beta is close to the performance of Avg.
Their performance is better than the more complex algorithms, such as Half and WMA.

7.4. Effect of different types of bad raters

Next we compare the algorithms with respect to their resistance to the three kinds of bad raters, i.e. malicious raters,
exaggerating raters and collusive raters. In this group of experiments, we take the same configuration as the baseline
except that the percentage of bad raters increases from 20% to 80%, and 20% fixed malicious SPs are changed to 40%
oscillating SPs. Comparing Figs. 17(a) and 19(a), we can see that when the percentage of malicious raters increases
significantly, the number of good services obtained by the Avg algorithm drops the least among all algorithms: from
0.735 to 0.666 (0.069), which is only about 9.3%. It shows that Avg is the strongest to resist the malicious raters. PSM
also plays well when facing the bad raters. In Fig. 19(c) when 80% raters are exaggerating, WMA shows a considerable
weakness than other algorithms comparing to the previous cases, while in Fig. 19(e) where 80% raters are collusive,
WMA performs closely to PSM and is better than other four algorithms; for Half, the situation is opposite to WMA.
This implies that WMA highly resists collusive raters and weakly resists exaggerating raters, while Half can highly
resist exaggerating raters, and weakly resist collusive ratings. Another interesting fact we can see from Fig. 19(a), (c)
and (e) is, no matter facing what kind of bad raters, Avg performs similarly and is quite stable. This shows that Avg
algorithm is robust against all the three kinds of bad raters. Fig. 19(b), (d), and (f), and column “ω” and column “ζ”
of the table in Fig. 19 show the same result with all previous cases about the storage cost: WMA is with the highest
communication and storage cost, and the cost of WMA and PSM are much higher than other cases from both views
of the communication and storage.



Z. Liang, W. Shi / Performance Evaluation 65 (2008) 99–128 123

Fig. 18. Test of the quality change of SPs: (a) and (b) are the interval plots of the scenario where there are 70% fixed malicious SPs. (c) and (d) are
the results about the scenario where 70% random SPs. (e) and (f) are the results about the scenario with 70% oscillating SPs.

7.5. Effect of oscillating SPs

One of the most challenging issues in open environments is to detect and handle dynamic behaviour, which
attracts a lot of attention by researchers. In this group of experiments we intend to study the effect of dynamics.
Comparing to the baseline, Fig. 19 increases the percentage of oscillating SPs from 30% to 70%. For better comparison
we again include Rand. The result shows that, except PSM, all other four algorithms get lower ηg/η than Rand.
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Fig. 19. Test of different types of bad raters. In all these three scenarios, there are 40% oscillation SPs: (a) and (b) are the interval plots of the
scenario where there are 80% malicious raters, (c) and (d) are the results about the scenario with 80% exaggerating raters, while (e) and (f) are the
results about the scenario with 80% collusive raters.

Even for PSM, the best algorithm we think until now, it can just get very limited improvement. Considering the
cost of communication and storage, we can say that all the compared algorithms play a negative effect when the
quality of most SPs are oscillating. Thus we conclude that the system dynamics is a big threat and challenge for
the trust inference in open environments, and more intelligent and agile detection mechanisms are needed for future
research.
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7.6. Effect of dynamic rating weight

In Section 7.3, we have known that increasing the percentage of bad SPs quite a bit can drop ηg/η significantly.
In this group of experiments, we use the same percentage, 70% oscillating SPs, as the case in Fig. 18(e). We also
increase the percentage of malicious raters from 20% to 80%. If we keep the same weight of rating, that is W = 0.8,
it can be imagined that the performance of the new scenario must be worse than the case in Fig. 18(e), for there are
much more malicious raters. Here we decrease the weight of the rating from 0.8 to 0.2. From Fig. 21(a) and column
“ζ” in the table, we find that ηg/η does not drop, but increases significantly instead. Avg and Beta even beat PSM
considerably. However, from column “ζ” and column “Υ”, we can see that the corresponding storage cost of Avg
and Beta also increase significantly. The running time of these two algorithms is increasing as well, comparing with
Fig. 18(e). Thus, when the weight of rating is set to be low and the environment is severe with many bad SPs and
raters, the simple algorithm Avg and Beta can get same level or even better performance than the complex algorithm
like PSM. The reason is in this situation, relying more on the self-experience which is more reliable than the rating, is
more helpful to understand the surrounding environment.

8. Conclusions

In this paper, we systematically evaluate the effect of ratings on trust inference in open environments, in the context
of a simple distributed trust inference model. Based on the simulation results, we find that:

• Design cost vs. performance: In most cases, the most complex algorithm PSM outperforms other algorithms. But
the other complex algorithm WMA has poor performance. Both algorithms are seeking a way to weight the ratings,
but their performances have significant difference, which implies that using complex algorithms to rate ratings is
not always as expected to have good performance. Furthermore, for the PSM design that replies on the common
set to weight ratings, it is very difficult to decide the common set in a real system, such as P2P systems. Even if the
common set can be found (through broadcast), the cost will be tremendous. So the cost of PSM design might lead
to its unusability in a real system, even though it has the best performance. Regarding the low implementation cost
and simple algorithms Avg and Beta, though their performances are not as good as PSM, both these two algorithms
still have good performance, especially when there are a lot of bad SPs in the system, as shown in Sections 7.5
and 7.6. So if we aim to develop a general trust inference model, considering both the implementation cost and
performance, the simple algorithms like Avg and Beta may be the better choice. In some cases where the ratings
take the only role for the trust inference, like eBay, the complex algorithm like PSM might have more potential
advantages.

• Vulnerability: Intuitively, if only the ratings are considered, the simple algorithm like Avg may be the most
vulnerable, and the complex algorithm like PSM may be more robust. However, it does not mean that simple
algorithms are more vulnerable if we compare them in the context of a trust inference model. Actually, we believe
all algorithms have similar vulnerability. In open environments, we can not assume the ratings are reliable. Even we
don’t count the malicious raters, the ratings from honest raters still can be wrong. For instance, from peer A’s point
of view, peer C is a good SP, but for peer B, C may be a bad SP. This certainly can happen in P2P systems. For
example, peer C is close to A, but far away from B, so C can provide fast service to A, but high-delayed service to
B. Since peers provide the rating based on their own knowledge, and each peer’s knowledge is different, it is hard to
tell the precision of the ratings. From this angle, no matter what rating algorithms are used, it cannot change the fact
that ratings are unreliable, in other words, the vulnerability is unavoidable in all rating algorithms. For example,
PSM needs to calculate the personalized similarity based on the common neighbour set. However, peers decide
this set based on the claim of raters. In the simulation, we make this common set accurate by abstracting it from
the global information. But in real P2P systems, malicious/honest raters can give malicious/wrong information
to confuse the weight updating. So we cannot only rely on the ratings. When the system has a lot of diversities
(different services, locations, and peer qualities), tuning rating model may not have enough capacity to rescue the
system. In this case, we need to tune the trust model instead of the rating model to limit the negativeness of the
ratings by putting more weight on the self-experience, as we have seen in the comparison of Figs. 18 and 20.

There is one more thing we need to discuss about WMA. WMA has the largest cost, but with the worst performance,
which is surprising. The possible reasons are: (1) In Yu’s approach [30], the weight of rating is dynamic, while in this
paper, the weight is fixed. The reason we fix the weight of rating is to fit WMA into our general trust model. (2)
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Fig. 20. Test when there are 70% dynamic SPs: (a) and (b) are the interval plots of ηg/η and the storage cost.

Fig. 21. Test when the weight of the rating is lower in a quite severe environment: (a) and (b) are the interval plots of ηg/η and the storage cost.

Studying carefully on Yu’s approach, we find that in Yu’s approach the weight update of raters always makes the
weight decrease. Some mechanisms need to be introduced to increase the weight as well, when the raters give correct
ratings. These two might be the reasons to lead to the poor performance of WMA in our paper.

Based on the discussions and the simulation results, we have the following future directions for the rating model
design:

• Simple rating algorithms like Avg can be a general rating model to be used in any trust model.
• When the target environment has a lot of dynamics and malicious peers, employing the simple rating algorithms

like Avg and Beta is better than the complex rating algorithms like PSM considering the overall effects of both the
performance and implementation cost.

• When the target environment has a lot of dynamics and malicious peers, enlarging the neighbour list and increasing
the weight of self-experience is very helpful to boost the performance.

• In some storage restrained systems like the sensor networks, simple algorithms like Avg and Beta are suggested
considering their simplicity and low storage cost.

• From the perspective of system workload, the push model is better than the pull model.
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Finally, we want to take the challenge to answer the question of what kind of rating model/trust model is good?
We need to answer this question in the context of trust model building. It is worth noting that the rating model is
only part of the trust model. Because the self-experience, the other part of trustworthiness value, is derived from the
direct transaction, whose cost is relative high and the accumulative time might be long, we integrate the rating into
the trustworthiness derivation, by making use of the efficiency brought by ratings. But the ratings essentially are not
reliable, and the capacity of rating in trust inference is limited, especially when the system has a lot of diversities. So
we will say that a rating model is good only if the rating model can improve the performance of the trust model. So the
question turns to, what is a good trust model. From our analyses we conjecture that a good trust model must highlight
the adaptiveness, and it is better to be simple:

(1) Weight adaptiveness. Since the rating is a double sword, we need to make use of its advantage (efficiency) while
inhibiting its disadvantages (wrong ratings). In a good trust model, we can reach this goal by introducing the
weight adaptiveness. When we find the effects of ratings are not positive any more, we need to reduce the weight
of the rating and at the same time increase the weight of self-experience in the trustworthiness derivation. In this
way, the system can self-adjust to find out the best trade-off point to maintain the efficiency and the cost.

(2) Neighbour list size adaptiveness. We have known that increasing the size of neighbour list can improve the
performance of the trust model at the cost of large storage consumption. A good trust model must be able to
self-adjust the size of neighbour list according to the environment, so that when the environment is severe (with
a lot of diversities), the neighbour list is enlarged to hold more cooperator candidates; when the environment is
healthy, the neighbour list can be reduced to save the storage cost.

(3) Environment awareness. To employ the two kinds of adaptability described above, the trust model should
dynamically sense the quality of environment, and build the adaptability based on the environmental quality.

(4) Simplicity. Given the complexity of open environments, it is definitely desirable that the good trust model is a
simple model. We hope that the simple trust inference model with the simple Avg rating model can be good
enough if the adaptability is adopted.

Designing such a good trust model is our future work, and it is expected to be a general-purpose trust model which
can be applied to all kinds of open systems, raging from the storage-constrained systems like sensor networks to the
storage rich systems like Collaborative High End computing, or from the dynamic systems like the P2P networks to
the relatively static systems like ISP peering for Internet routing. Clearly, the work reported here has not exhausted
the whole problem area, we hope this paper raises this issue to the community.
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