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Abstract Vehicular networks have attracted extensive attention in recent years for their promises in improving safety and
enabling other value-added services. Most previous work focuses on designing the media access and physical layer protocols.
Privacy issues in vehicular systems have not been well addressed. We argue that privacy is a user-specific concept, and a
good privacy protection mechanism should allow users to select the levels of privacy they wish to have. To address this
requirement, we propose an adaptive anonymous authentication mechanism that can trade off the anonymity level with
computational and communication overheads (resource usage). This mechanism, to our knowledge, is the first effort on
adaptive anonymous authentication. The resources used by our protocol are few. A high traffic volume of 2000 vehicles per
hour consumes about 60kbps bandwidth, which is less than one percent of the bandwidth of DSRC (Dedicated Short Range
Communications). By using adaptive anonymity, the protocol response time can further be improved 2∼4 times with less
than 20% bandwidth overheads.
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Introduction

About half of the 43 000 deaths that occur each year
on U.S. highways result from vehicles leaving the road
or traveling unsafely through intersections. Traffic delays waste more than a 40-hour workweek for peaktime travelers[1] . Fortunately, with the development of
micro-electronic technologies and wireless communications, it is possible to install an On-Board-Unit (OBU),
which integrates the technologies of wireless communications, micro-sensors, embedded systems, and Global
Positioning System (GPS), on vehicles. With these devices, vehicles can communicate with each other or with
roadside units (RSU) connected to Internet. Thus, vehicles, RSUs and the backbone networks form a vehicle
infrastructure integration (VII) system[1] . VII collects
traffic and road information from vehicles, and delivers
road services including road warning and traffic information to users in the vehicles. Thus, a great deal of
attention has been put into designing and implementing similar systems in the past several years[2,3] .
Current research in VII mainly focuses on vehicular communications. Significant progresses have been
made in media access (MAC) layer protocols[4] and
Regular Paper

physical layer protocols[5] . However, issues about security and privacy, which will play a critical role in
the acceptance of the VII system, have not been well
studied. Vehicles and the networks need to authenticate each other. Several previous efforts[6−15] have
been made to protect user privacy in the authentication process, but most of them use a policy that places
trust on the RSUs or the authentication servers in the
network. That is, these trusted RSUs or authentication
servers can track the locations and activities of vehicles
and their drivers. Concerns about security and privacy
may prevent vehicle owners from joining this system.
We argue that we need to provide vehicle owners with
better privacy through anonymity, i.e., no one can trace
their activities based on the information provided for
the authentication purpose. In this paper, we analyze
security and privacy requirements and challenges with
the assumption that there is zero-trust of authentication servers. Among these requirements and challenges,
we observe that privacy is treated as a one-size-fits-all
concept in previous research efforts. However, we argue
that privacy is a user-specific concept in the sense that
different users may have varying privacy requirements.
Moreover, a higher privacy requirement usually results
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in more computational or communication overheads.
A trade-off should be made between the privacy level
and resource usage to meet overall system design goals
such as scalability and real-time response. Thus, we
propose an adaptive group-based anonymous authentication protocol that is able to trade off the level of
anonymity with resource usage. Both analytic results
and preliminary simulation results show that the protocol provides promising performance in a real system.
In summary, the main contributions of this paper are:
1) we analyze the system design requirements from the
view of security and privacy and define the challenges to
achieve these requirements; 2) we propose and evaluate
an adaptive anonymous authentication protocol; 3) we
introduce the concept of adaptive anonymity and discuss the trade-off between the level of anonymity and
resource usage.
The rest of the paper is organized as follows. We analyze the requirements and challenges of security and
privacy design in VII in Section 2. The application
scenario of the authentication protocol in a VII is described in Section 3. In Section 4, a privacy-preserving
authentication protocol for the zero-trust model is proposed, and the performance evaluation of the proposed
protocol is done in Section 5. Finally, related work is
discussed in Section 6 and conclusion is drawn in Section 7.

large number of service providers. As a result, scalability is a key challenge for the design of this system.
During traffic congestion, a large number of authentication requests may overload a local authentication
server. The problem of how to avoid the clogging caused
by the burst of the authentication messages should be
analyzed and tackled.
• Real-Time Response : VII is designed to collect
road condition data as well as provide mobile services
to moving vehicles. Both information collection and
service delivery have real-time requirements, especially
when a vehicle needs immediate help. Because authentication needs to be performed before data can be collected and the service can be delivered, the authentication process has a strict real-time requirement. Furthermore, the fast movement of the vehicles and the
short radio coverage range of the roadside units also require authentication to be finished in a very short time.
This suggests that the authentication protocols should
be light-weight.
• Data Security : collected data should be consistent with raw data on the road. Faked data should
be filtered and data modification during transmission
should also be prevented. The broadcast nature of wireless communications makes eavesdropping easier, thus,
technologies are needed to prevent this kind of attacks.
In addition, only authenticated OBUs can use the provided services and OBUs should only access services
provided by legitimate service providers. It will be a
challenge to detect faked data and locate an attack, especially in the case of anonymous authentication and
data reporting.
• High Availability : customers of this system may
request authentication at anytime and anywhere when
they are on the road. Availability is a critical design
issue and an important metrics to evaluate the quality
of the VII. Secure protocols are essential to preventing
the attacks that interrupt these services, especially distributed denial of service (DDoS) attacks. Moreover,
load balancing algorithms from traditional distributed
system research should be applied to balance the load
and relief the clogging.
• Service Differentiation : various services will be
provided by both private service providers (e.g., automakers and other private companies offering services
to the vehicles) and public service providers (e.g., government agencies). Those services need to be differentiated based on the priorities of services and the prices
that customers have paid. However, there is a dilemma
between service customization and user anonymity. On
one hand, a good resource allocation algorithm should
provide customized services for each individual. On

2

Requirements and Challenges

VII can improve driving safety. However, due to the
extremely large system scale, the fast movement of vehicles, and the broadcast nature of wireless communications, there are several requirements and challenges in
designing and deploying such a system. The challenges
related to security and privacy include the following.
• Adaptive Anonymity : mobile users may be concerned with two types of privacies: location and identity privacy (when users/vehicles communicate with the
network or with each other) and the privacy about the
service usage pattern (when a user/vehicle requests services from service providers). Furthermore, privacy is a
user-specific concept; some users are more serious about
their privacy than others. Thus, we argue that the
VII should support multiple anonymity levels, and each
user should be allowed to choose his own anonymity
level. The authentication protocol should support the
trade-off between the anonymity level and resource utilization according to the user’s specific privacy requirements.
• Scalability : VII is designed for nation-wide applications which may involve millions of vehicles and a

918

J. Comput. Sci. & Technol., Nov. 2008, Vol.23, No.6

the other hand, differentiating services based on specific customer requirements will violate the anonymity
requirement of the system.
In this paper, we intend to address the first three requirements in an authentication protocol, i.e., adaptive
anonymity, scalability, and timeliness. Other issues will
be the objectives of our future work.
3

Problem Statement

In this paper, we address privacy preserving authentications in vehicular networks. Specifically, we intend
to protect identity privacy in authentications. We first
describe the motivation in applying group-based anonymous authentication to protect identity privacy in Subsection 3.1. We then discuss how to provide adaptive
anonymity in this context in Subsection 3.2.
3.1

Anonymous Authentication

Authentication is normally based on the proof of certain knowledge that is established earlier. A typical authentication scenario in vehicular networks is depicted
in Fig.1. To prevent overload to a central authentication server and improve its responsiveness that is typically required in vehicular networks, the authentication
is delegated to RSUs. The enabling cryptographic technique is public key cryptography, that is, given its public key, anyone is able to verify an OBU’s knowledge
of the corresponding private key by using public key
cryptography. Although all components in Fig.1 can
communicate with each other, in this paper, we focus
on the authentication process between the vehicles and
the RSUs.
VII may support two types of servers: the public
servers controlled by government agencies such as the
federal or local Departments of Transportation (DoT)

Fig.1. Typical authentication scenario.

and the private servers controlled by the private service
providers. Mobile users may want to use different trust
policies depending on whether they are communicating
with a public or private server (or application). These
trust policies include 1) the full-trust in which the users
trust both types of servers, 2) the partial-trust in which
the users trust the private or public only, and 3) the
zero-trust in which the users trust neither of these two
types of servers. Most previous researches, such as [6,
16], take the partial-trust policy that trusts some public
servers. With these approaches, the authentication requests are sent to some anonymity sever first. Then, the
anonymity server sends the anonymized or aggregated
requests to other service servers. Thus, anonymity is
achieved at the anonymity server level. However, we
argue that higher level anonymity is needed from the
perspective of mobile users, who do not want the network operators or others to track their daily activities.
In the partial-trust model, the trusted servers have the
authentication information, e.g., identity of the mobile
user, which can be used to easily track the activities
of each individual mobile user based on the spatialtemporal analysis such as MTT algorithm[17] . In this
paper, we focus on the zero-trust model, i.e., the users
will trust no server in the network.
In order to preserve privacy without any server support, we use group-based anonymous authentication.
That is, an OBU only proves its membership within a
group of OBUs, avoiding exposure of its exact identity.
3.2

Adaptive Anonymity

The anonymity through group-based anonymous authentication is essentially a k-anonymity concept. The
tunable parameter k is one aspect of adaptivity for
adaptive anonymity. In this paper, we introduce confidence as an extra dimension in the adaptivity of the
k-anonymity to reflect personal preference. For example, a user may accept an anonymity level of 30 with a
probability of 0.9 guarantee. The use of this probabilistic anonymity does not compromise user privacy. For
example, an anonymity level of 30 implies 3.33% chance
of being identified. The probability of 0.9 guarantee
merely slightly increases the chance of being identified.
To guarantee privacy, the confidence as a personal preference should also be hidden from the network.
Another way to implement unconditional kanonymity is to use ring signature[18] . However, the
generation and verification of a ring signature are linear
to k. The achieved anonymity is transparent to both
sides of the communication. Thus it does not protect
the personal preference.
In the next section, we describe the mechanisms of
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the probabilistic anonymity and show its advantages in
detail.

The verifiable common secret encoding is based on
public key cryptography. For a group of n users,
each with its public/private key pairs (Pub i , Pri i ), the
verifiable common secret encoding is constructed as
(Pub 1 (x), Pub 2 (x), Pub 3 (x), . . . , Pub n (x)). Any member i of the group can decrypt its corresponding encoded message Pub i (x) with its private key Pri i , obtaining x0 . It encrypts x0 with the other n − 1 public
keys to obtain its own copy of the encrypted secrets
Pub 1 (x0 ), Pub 2 (x0 ), . . . , Pub n (x0 ). It then verifies that
these secrets match those that were received. If they
all match up, it accepts the secret value x0 as x and
proceeds with remaining protocol steps.

the central server will replace the invalid key with a new
key pair and update the group version. When a new
member joins in, assuming the central server has the
information about the number of dummy keys in each
group, it will be put into a group with most dummy
keys, and the server will find the first dummy or empty
slot in the key tree based on a breadth-first search and
distribute the corresponding private key, the key index, the group version, and the public key of the whole
group, to the new joined member. The updated group
information should be distributed to the authentication server and other members in the group, which is
a challenge in a large distributed system such as vehicular networks. Fortunately, we can assume that the
membership updating is not so frequent. For example,
assume that a vehicle will be removed from a group
if it is stolen. In US, the average number of vehicles
stolen in 2003 is 1 in 190[20] . For a group with 100 vehicles, there is about 50% chance that one vehicle in the
group is stolen per year. This is a very small change
for the group. When a group is changed, a push approach is used to update the group information to the
caching servers. The updating of group information to
the group member is integrated with the process of the
authentication.

4.2

4.3

4

Privacy-Preserving Authentication

Our anonymous authentication protocol is based on
a cryptographic construct called verifiable common secret encoding[19] . Using verifiable common secret encoding enables us to provide adaptive anonymity.
4.1

Verifiable Common Secret Encoding

Key Management and Group Formation

Each vehicle possesses a pair of public/private keys.
Then vehicles are grouped together. The group is initialized and managed in the way described below.
A central server manages group information. For
each group member, we build a pair of public/private
keys, assign an index to that key pair, and maintain
a group version. These members are kept as dummy
members before they are assigned to new vehicles,
which is usually done by the second level key distribution servers. If the key distribution server and the
central server are not cooperating, although there are a
lot of dummy keys in each group, the central server has
no idea about which key is already issued. If they cooperate, we can delay the function of the whole system
until all groups have enough keys distributed. After initialization, all the keys in the group are organized to a
complete binary tree, whose breadth-first travel results
in an ordered sequence of the corresponding key index.
Each subtree root is assigned an ID, which will be used
by any member of the subtree in the authentication
process. Each vehicle stores IDs of all the subtrees it
belongs to.
The dynamic group management is conducted in the
following ways. When the keys are revoked, the previous member who holds the key is no longer valid. Thus,

Protocol Description

The protocol is depicted in Fig.2. It has 4 steps.
1) RSU→OBU: Cert(Pub s ).
RSU announces its presence periodically with its certificate.
2) OBU→RSU: Pub s (GID, T1 , VG , Ksession , ID-Tree).
OBU constructs a message with its group identifier
GID, current time T1 , its current group version VG , a
session key Ksession selected by itself, and a subgroup
identifier ID-Tree. It then encrypts the message with
RSU’s public key Pub s so that only the RSU is able to
decrypt it.
3) RSU→OBU: Ksession (GPub ID -Tree (x), T2 , VG ,
Pri s (H)).
RSU constructs the verifiable common secret for the
subgroup ID-Tree of the group GID with a random
value x. It then constructs the challenge message with
the verifiable common secret, its current time T2 , its
current group version VG , and the signature Pri s (H)
obtained through encrypting the message hash H with
its private key Pri s .
4) OBU→OBU: Ksession (x, Req, T3 ).
OBU decrypts x from the verifiable common secret
and verifies anonymity guarantee. Upon successful decryption and verification, it constructs a reply message
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with x, service request Req, and its current time T3 .
The message is encrypted with the session key Ksession .

Fig.2. Group-based authentication protocol.

4.4

Adaptive Anonymity

Our protocol provides dynamically adaptive
anonymity. Notice that the maximal level of anonymity
is bounded by the group size.
The adaptive
anonymity achieves anonymity levels below this maximal anonymity.
The adaptive anonymity is achieved through tuning two dominating factors within the protocol: communication cost and computation cost. The communication cost is tuned by changing the ID-Tree used
in the protocol. By changing it to a different one
at a different level of the group tree, the subgroup
size changes and the size of the challenge message
changes. The computation cost is tuned by using probabilistic verification at OBUs. In probabilistic verification, instead of computing all the n − 1 encrypted secrets Pub 1 (x0 ), Pub 2 (x0 ), . . . , Pub n (x0 ), OBU computes
m (m < n − 1) encrypted secrets randomly chosen out
of the n − 1 secrets and compares only these secrets
with the m corresponding secrets that were received.
Because the computation cost of public key encryption
is relatively expensive, by changing m, the computation
cost is changed.
4.5

Analysis of Probabilistic Verification

The probabilistic verification is illustrated with the
following example. If the common secret set includes
50 encrypted values, and each encrypted value has a
probability of 60% to be verified, as a result, about 30
encrypted values are verified on average, and a lot of
computation cost is saved. However, probabilistic verification introduces a risk of the OBU suffering from a
reduced level of anonymity. The RSU might use different random values to construct the 50 encrypted values.

It then identifies the OBU based on the value returned
from the OBU. We call the use of different random values server probing. Next we analyze the effect of the
probabilistic verification on the anonymity in the cases
of both with and without server probing.
Without server probing, probabilistic verification
will not affect the anonymity because the same value
is encrypted in all common secrets. We analyze the
anonymity in this case. In our protocol, the OBU may
choose different sub-trees in each authentication. Thus,
it is impossible for the RSU to link these trees to figure out the identity of the OBU by using the spatialtemporal analysis. The RSU has to guess the ID of
the OBU by chance. Then, the anonymity that can be
expected is determined by the number of nodes in the
tree, denoted as |T | and bounded by the depth of the
tree, d, where 2d 6 |T | 6 2d+1 . The probability of
successfully guessing the vehicle’s identity is the multiplicative inverse of the number of nodes in the sub-tree.
For instance, in the extreme case of only one member in
the sub-tree, the RSU can easily know the person that
is communicating with him. For a sub-tree with |T |
nodes, the RSU has only a 1/|T | probability to identify
who is talking with him even when the authenticator
knows which vehicles are in this group. The maximum
anonymity can be expected in the case that the RSU is
not actively probing the identity of the OBU.
In the case of the RSU trying to probe the OBU’s
identity, the anonymity of the OBU may be reduced.
If the RSU wants to identify the OBU exactly, it has
to use different numbers for different members. In such
a case, the OBU can easily detect the probing by verifying only one other slot. So, let us assume that the
RSU is just trying to decrease the anonymity level of
the OBU by using the same number for a subgroup of
s slots, which is not distinguishable to the RSU. In this
case, if the OBU verifies only m slots where m < s, the
probing may not be detected by the OBU. However, we
will show that the probability of the probing not being
detected, Pr, is very small.
Assume that there are |T | members in the sub-tree.
Then, the probability of probing not being detected is
(please see Appendix for derivation)
Pr =
=

m
Cs−1
m
C|T
|−1

(s − 1)(s − 2) · · · (s − m)
.
(|T | − 1)(|T | − 2) · · · (|T | − m)

We define the anonymity reduction factor r as the ratio of the size of the subgroup to the size of the original
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group:
r=

s
.
|T |

We have:
s−i
s
<
|T | − i
|T |
So,
Pr <

for

i > 0.

³ s ´m
= rm .
|T |

This means that the probability of successful probing by the RSU decreases exponentially as the number
of verifications done by the OBU increases. The rate
of decrease is proportional to the anonymity reduction
factor. So the RSU cannot reduce the anonymity significantly. Otherwise, the probing by the RSU is easily
detected. For example, let m = 20, Pr = 0.01, then r
must be greater than 0.79. In this case, if |T | is 100,
then the OBU can be confident that it can detect the
reduction of the anonymity up to 79 with probability
0.99 even if only 20 slots are verified. Fig.3 shows the relationship between the anonymity reduction factor and
the probability of the reduction being detected with
fixed value of |T | and m.
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OBU, m. Thus, based on these two parameters we can
estimate how much privacy can be expected by the mobile user. Based on the expected privacy requirements,
the mobile user can set up the correlation between the
two parameters.
To measure the confidence P of anonymity level,
given a successful verification by an OBU, we need to
calculate the conditional probability of the anonymity
level beyond a certain anonymity level A. Since RSU
cannot predict which slot the OBU will verify, we can
assume that RSU picks each slot uniformly. Assume
that RSU assigns the same challenge value used for the
OBU to a slot with probability s/|T |. We model the
problem as a coin tossing problem, in which head represents assigning the same challenge value, tail otherwise.
For a coin tossing problem with r = s/|T | as the probability of obtaining heads in a single toss of the coin,
the posterior probability r conditional on the number
of heads H and the number of tails T is the following:
f (r|H = h, T = t) =

(h + t + 1)! h
r (1 − r)t .
h!t!

Denote the event that the verification is successful
as V . V corresponds to the event h = m ∩ t = 0.
Substituting r with s/|T |, we obtain:
f

´
³ s ´m
³ s
|V = (m + 1)
.
|T |
|T |

The confidence that the anonymity level is beyond
A is:
P = Pr (A < s 6 |T ||V )
Z n
³ s ´m ³ s ´
d
=
(m + 1)
|T |
|T |
A
³ A ´m+1
=1−
.
|T |

Fig.3. Relationship between probability of detecting reduction
and anonymity reduction factor.

The above analysis shows that if we use a probabilistic anonymity definition, it is more flexible in choosing
the protocol parameters. So we define the privacy as a
tuple, hP, Ai, where A is the anonymity level and P is
probability that the achieved anonymity is greater than
A. We have shown that there is a mapping between the
expected anonymity, which is hP, Ai, and the two parameters in the protocol, the number of the nodes in the
tree, |T |, and the number of verifications done by the

Given specific values of m and |T |, high anonymity
level can be achieved with low confidence and low
anonymity level can be achieved with high confidence.
If we have determined the values of P and A, we can
find the relationship between |T | and m,
³ A ´m+1
< 1 − P.
|T |

(1)

To achieve a given anonymity level A and its confidence
P , the OBU can either choose a large |T | or a large m.
The relationship is shown in Fig.4.
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be sent to that location to catch the attacker[21] .
It is not sufficient to only isolate the attack because
the attacker may try to authenticate himself using the
same key at a different location or on another vehicle.
Thus, key revocation is necessary. In our design, key
revocation is integrated seamlessly with the group management and the process of authentication. When an
attacker is reported, the public key of the attacker will
be removed from the group. When the attacker uses
the revoked key, the RSU will send it the challenges encrypted by the valid public keys in the group. Since the
attacker’s public key has already been removed from
that set, the attacker will not be able to decrypt the
challenge. In this way, the key is automatically revoked
and the other members in the group will not be affected.
Fig.4. Relationship between the number of members verified and
the number of members sent. We use P = 0.9 for all cases.

In Fig.4, the x-axis is the number of members being verified while the y-axis is the corresponding total
members that should be requested from the RSU. The
figure shows that when the OBU verifies only 20 members, the number of members being sent approaches
the minimum required values in all the four cases. It
also shows that the increased number of members being
sent is exponential to the decreased number of members being verified for small values of m. So it is generally preferable to use a reasonably large m. It also
shows the effectiveness of the probabilistic verification
and discourages the RSU from reducing the anonymity
level since the reduction can easily be detected by the
vehicle with much lower cost.
The above analysis assumes that the vehicle requires
a certain anonymity level and investigates the trade-off
between anonymity level and the communication and
computational costs. It is our conjecture that, for the
purpose of reducing both communication cost and computational cost, the anonymity level has to be reduced.
The reduced anonymity level can be specified with a
reduced P , a reduced A, or both.
4.6

Intrusion Isolation and Key Revocation

Intrusion detection is necessary to identify an attack.
When an attack is detected, we could leverage several
communication techniques such as DSRC[5] and GPS
to locate the attacker based on the communication between the attacker and the server. When the attacker
is located, several follow-up actions can be taken. For
example, a message can be sent to a pre-installed device in the vehicle to forbid its wireless communication;
under proper situations, a message can be sent to the
attack source to disable the vehicle; or a policeman can

4.7

Possible Attacks and Defenses

We describe several possible attacks and their defenses below.
Group Reduction Attack. Since our protocol is adaptive, malicious parties may trick OBU into using a lower
level of anonymity. We categorize this attack into two
classes, outside attack and inside attack. In the outside
attack, a malicious outsider may temporarily overload
the network and force an OBU to use a lower level of
anonymity. In the inside attack, an RSU may delay the
update of group information. The OBU will be using a
polluted group under this attack.
The outside attack is a type of denial-of-service
(DOS) attack. As far as the authors know, there is no
efficient defense against DOS attack in vehicular networks. Instead, we rely on the OBU’s policy. In case
that anonymity level is dropped below a certain level,
the OBU will give up accessing the network.
The following defense against the inside attack is
used. The group version VG is generated in the following way. The KDC periodically generates the hash
code of a group. The hash code is then signed by the
KDC, along with its update time. The RSU is required
to attach VG along with its challenge. Upon detecting
that the code is too old, the OBU will stop interacting
with the RSU.
Link Attack. During traveling, an OBU may use different levels of anonymity at different RSUs. If those
different requests can be linked to the same OBU,
an OBU can only enjoy the smallest anonymity level
among those requests. To improve the unlinkability in
our protocol, a set of pairs of keys are stored in each
OBU. Each key pair belongs to a different group. An
OBU rotates its use of the keys.
Compromised OBU. A compromised OBU has no effect on other members of the group. It can access only
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the public keys of the other members, which can be released publicly. Due to that the session key from one
OBU can be decrypted by the RSU, a compromised
OBU is not able to eavesdrop on the conversation between another group member and the RSU.

We run our simulations under different traffic volumes over a period of 4000 seconds. The traffic volume
ranges from very light traffic to very heavy traffic as
suggested in [16, 24]. During the simulation, we found
that the micro-behavior of the vehicle mobility has negligible effects on our results. This is due to the fact that
we are simulating the interactions between one RSU
and OBUs. To the RSU being simulated, all the OBUs
in its service area share the same channel. Thus the
movement within its service area does not matter very
much. Also, the number of vehicles that are simultaneously within the RSU’s service area is bounded due
to the necessary physical space between consecutive vehicles. Due to those properties, we generate the traffic
volumes in a regular way purely based on the traffic volume data. We expect that this flow models the actual
traffic flow for our applications.
Notice that the only comparable scheme with our approach is ring signature. However, the computational
cost of ring signature is linear to the level of anonymity,
which is more costly than our approach. Due to its apparentness, we do not compare its performance with
our approach. Instead, we show the performance gain
through the use of the probabilistic anonymity and the
extra dimension of adaptivity.
This section is organized in the following way. In
Subsection 5.1, we evaluate the response time of our
protocol. In Subsection 5.2, the bandwidth used by our
protocol is shown. In Subsection 5.3, we investigate
how much computation power is required at an RSU to
handle different traffic volumes. In Subsection 5.4, we
show that the response time is significantly reduced by
our adaptive protocol. For all the simulations in this
section, the simulation uses Pentium-M 1.7GHz as the
platform of the RSU and Intel SA-1110 as the platform
of the OBUs except declared otherwise. By default, the
cryptography used between the RSU and the OBU is
RSA 1024bits. The size of each challenge is 128 bytes.
The user confidence in the anonymity is 90% by default.

5

Performance Evaluation

We built a simulator to evaluate the performance of
the proposed scheme in a wireless environment. The
simulator is based on GlomoSim[22] . We modified GlomoSim to incorporate computation delays introduced
by the authentication protocol. The computation delays are obtained by measuring them with sample implementations in OpenSSL. We measured the public
key encryption delays associated with different public key cryptographies because public key encryption is
the dominating computation in our protocol. The measured delays for different platforms are listed in Table 1,
in which Intel SA-1110 is used as the embedded processor in OBUs and RSUs use the other four platforms. It
needs to be pointed out that the chosen platforms for
RSUs are within the reach of current microprocessors
in embedded applications. For example, there are already Pentium-M-based embedded PCs on the commercial market. Although the simulation results depend on
the computational capabilities, as we will show later,
the probabilistic verification puts OBUs at a more advantageous point than RSUs, making it less favorable
for an RSU to cheat.
Table 1. Public Key Encryption Delays for
Different Platforms (ms)
Cryptography
ecc
ecc
ecc
ecc
rsa
rsa
rsa

secp160r1
prime192v1
secp224r1
prime256v1
1024
2048
3072

Pentium-M Pentium-M Xeon Xeon
Intel
600MHz
1.7GHz 1.8GHz 2.8GHz SA-1110
8.4
12.4
16.6
25.5
1
3
6.5

4.4
3.9
5.4
8.6
0.3
1
2

6.1
5.5
8.3
12.7
0.5
1.5
3.4

3.5
3.2
4.4
8.3
0.2
0.8
1.6

51.2
46.5
63.6
178.9
4
10.7
23.3

The simulated wireless channel is a shared channel
among different vehicles. Its channel characteristics are
taken from a previously published work on the characteristics of DSRC[23] . We set up a single RSU to authenticate the simulated vehicles. The receiver sensitivity
is set to −77dBm according to DSRC standard. The
transmission power is set to 17dBm which translates to
a transmission range of approximately 300 meters as
suggested in [23]. The simulated transmission rate is
set at 12mbps.

5.1

Response Time

For each vehicle, we record the time (t0 ) at which
the vehicle initializes the request, the time (t1 ) at which
the RSU received the request, the time (t2 ) at which the
RSU finishes computing all the challenges, the time (t3 )
at which all the challenges are received by the vehicle,
the time (t4 ) at which the vehicle finishes verifying the
challenges, the time (t5 ) at which the RSU receives the
reply, and the time (t6 ) at which the vehicle receives the
acknowledge. Then we calculate the six durations d0 to
d5 where di = ti+1 − ti for 0 6 i 6 5. The total communication time spent is calculated as d0 + d2 + d4 + d5
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while d1 is the RSU computation time and d3 is the
OBU computation time.
Fig.5 shows the average times that have been spent
for different traffic volumes. All the simulations are run
with a group size 100 and a user required anonymity
100. To achieve the required anonymity, the OBU has
to verify all the challenges to make sure that the RSU
is not cheating. The result is that most time is spent
in verifying the challenges by a slower OBU. For a high
traffic volume, the communication time and RSU computation time increase slightly due to that the communication channel and the RSU computation resource are
shared resources. However, the rate of increase is very
small and its effect on the response time is limited.
Fig.6 shows the actual time spent during each phase
of the communication. The most time spent in communication is the time used for transmitting the challenges. This is due to a large group size that is requested by the OBUs.
Since the delay incurred by the OBU computation
is much larger than the communication delay and RSU
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computation delay, it clearly favors the use of our probabilistic verification. Even if the computation capabilities of OBUs improve over time, the probabilistic verification puts OBUs at an advantageous point in our
protocol, making it less favorable for an RSU to cheat.
In the subsequent subsections, we will see the performance improvement of using adaptive privacy.
5.2

Bandwidth

We also measure the bandwidth used by all the authentications. The consumed bandwidth includes both
broadcast and unicast traffic to reflect the occupation
of the channel. It can be represented in the following
equation.
C = Pkt b + (Pkt r + Pkt c + Pkt y + Pkt a )Num v
= Pkt b + (Pkt r + Num c × Size c
+ Pkt y + Pkt a )Num v .
Pkt b is the announcement packet by the RSU. Pkt r is
the service request packet from the OBU. Pkt c is the
challenge sent from RSU to OBU. Size c is the size of
a challenge to each member. Pkt y is the reply packet
from OBU to RSU. Pkt a is the acknowledgment packet
from RSU. Num v is the number of vehicles in the group.
The sizes of the packets are listed in Table 2.
The result is shown in Fig.7. Compared with the
channel bandwidth 12Mbps, the bandwidth used by the
authentication protocol is only a very small portion of
Table 2. Different Packet Sizes (bytes)

Fig.5. Time spent in different phases for different traffic volumes.

Pkt b
Pkt r
Size c
Pkt y
Pkt a

132
12
128
132
6

Fig.6. Time spent in communications for different traffic volumes.

Fig.7. Bandwidth used for different traffic volumes.
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it. Even for a high traffic volume of 2000 vehicles per
hour, the bandwidth used is only about 60Kbps, less
than 1% of the whole bandwidth. This suggests that
the authentication protocol will not have significant impact on other applications that need communication
bandwidth. Thus the authentication packets can be
scheduled with a high priority.

adjusts his privacy requirement to anonymity 80. The
simulation result is shown in Fig.9. For comparison,
the response time without lowering anonymity is also
shown. The speed-up is from 2 to 4 times depending
on the traffic volume. The speed-up is significant even
for a large traffic volume. The result shows that even
the privacy is not reduced much, the response time can
be significantly improved.

5.3

Capacity

To measure the capacity of an RSU on handling
large traffic volumes, we run simulations for different
platforms under high traffic volumes. The RSU computation time used for each authentication is shown
in Fig.8. The increase of the computation time is almost linear to the traffic volume. The traffic volume
of 8000 vehicles per hour is very unlikely in a real network. Given that the traffic volume should have an
upper bound and the improvement in computing capacity follows Moore’s law, the computation capacity
of the RSU is unlikely the bottleneck of our protocol.

Fig.9. Response time comparison between anonymity 80 and
anonymity 100 with group size 100.

Fig.8. RSU computation time comparison between different platforms with group size 100.

5.4

Adaptivity

We have shown the analytic results in Section 4 that
probabilistic verification has significant benefits over
a fixed verification scheme. In this section, we show
that probabilistic verification enables adaptive privacypreserving authentications in a road network and significantly improves overall performance. During the simulation, instead of requesting a group size of 100 when
the user requires an anonymity of 100, we evaluate two
scenarios of adaptive privacy.
In the first scenario, we show that a user can adjust his privacy requirement to get better response. A
user is still requesting a group size of 100. However, he

Fig.10. Response time distribution for traffic volume 2000 vehicles per hour with anonymity 100.

In the second scenario, we assume that the user is
unwilling to lower his privacy requirement. However,
he still wants to improve the response time. We show
that by incurring an extra small communication bandwidth, this goal can be achieved. In the simulation, the
user still asks an anonymity 100. However, when he
requests the authentication, the user specifies a larger
group size. The response times for different group sizes
requested are shown in Fig.10. The interesting result is
that the minimum response time can be achieved with
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a small increase on the group size instead of a large increase. The overall response time is cut by more than a
half with around 20% increase on the bandwidth. For
a large increase, the increased RSU computation time
and communication delay reduce the benefits of probabilistic verification.
We are also concerned about the increased bandwidth usage in the second scenario. Fig.11 shows the
bandwidth used for different group sizes. The used
bandwidth is linear to the group size. Given that an
optimal response time can be achieved with a small increase on the group size, the increased bandwidth usage
will not undermine our previous conclusion that the authentication protocol does not have significant impact
on other applications.

Fig.11. Bandwidth used for traffic volume 2000 vehicles per hour
with anonymity 100.

6

Related Work

A lot of work has been done to build vehicular networks, mostly focusing on the design of MAC layer
protocols[4] , routing protocols[25] based on DSRC[5] and
potential applications[26] . However, few efforts address
security and privacy issues. Several related efforts are
listed as follows.
Attack models and requirements, with some general
approaches to preventing these attacks, are described in
[27] in detail. The protocol proposed in this paper can
be used to prohibit most of these attacks. [28] addresses
some security issues in vehicular networks, focusing on
system design, but lacks in-depth analysis of privacy
protection. Security and privacy of smart vehicles are
studied in [6]. This work proposes to use electronic
license plates and tamper-proof GPSes to preserve security and privacy, which can be used in our design to
strengthen the security and privacy; so their work complements our protocol. Raya and Hubaux also explore

the security issues in vehicular ad hoc networks[7] . They
analyzed attack models and some concrete attacks, then
proposed a set of security protocols for vehicular ad hoc
networks. They also designed a key changing algorithm
to preserve anonymity and minimize the storage costs
of the public keys. However, we use group-based authentication protocol to preserve anonymity, which is
different from theirs.
Our authentication protocol is close to a previous
group-based approach proposed in [19]. We share the
same goal of achieving anonymous authentication based
on group information. However, we differ in protocol design. In particular, this paper presents a protocol to support adaptive privacy by making a tradeoff between the privacy and the resource usage. Furthermore, our protocol design is closely integrated with
the system design of VII, while theirs is more general.
K-anonymity for location privacy is proposed in [16],
which anonymizes users at the authentication server so
that it is suitable to apply in the partial trust case that
the RSU is trustable. Our protocol provides adaptive
privacy without the requirement of trusting RSUs, i.e.,
our proposed protocol supports the zero-trust model.
Ren et al. proposed a privacy preserving authentication in [29] that uses blind signature and one-way hash
chain to keep privacy. However, their approach does
not support adaptive privacy.
Recently, Calandriello et al.[15] proposed a
pseudonym-based protocol. The protocol uses group
signature as the mechanism for a vehicle to generate its own pseudonyms. The pseudonyms can be
revealed later under necessary circumstances. Fonseca
et al.[14] addressed some practical problems in integrating pseudonym-based protocols into VANET. Sun et
al.[11,12] applied group signature to vehicle-to-vehicle
(V2V) authentication and identity-based signature to
vehicle-to-infrastructure (V2I) authentication. Group
signature-based authentication can be revealed later to
provide non-repudiation. Due to the zero-trust policy,
our protocol does not provide non-repudiation. Instead, our protocol emphasizes the adaptivity of the
limited anonymity to the resource usage.
7

Conclusion

In this paper, we analyze the requirements for and
challenges of providing security and privacy in VII, and
identify the importance of achieving adaptive privacy in
the zero-trust model. Then, an adaptive, group-based,
privacy-preserving authentication protocol is proposed
to trade off the privacy and the resource usage. The
adaptivity of our protocol gives users more flexible
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choices in determining their privacy requirement. Both
analytic results and simulation results show that our
protocol can be integrated with an RSU to handle
a large traffic volume while providing users a large
anonymity.
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Appendix
Assume that a group has n members, the RSU uses a
subgroup of size s to probe the OBU’s identity, and the
OBU randomly verifies another m slot, in addition to
the private key decryption for obtaining the challenge.
The selection of s slots by the RSU is independent of
the selection of m slots verified by the OBU. So we can
assume that the s slots are determined and m slots are
randomly drawn out of n slots. Among the s slots, one
slot corresponds to the OBU. That is to say, there are
exactly s − 1 slots that hold the same challenge value as
that for the OBU. The probing is successful when the
OBU chooses the m slots out of the s − 1 slots. The
total number of such cases is:
m
Cs−1
.

However, the total number of ways to choose the m
slots out of n − 1 slots is:
m
Cn−1
.

So the probability of successful probing is:
Cm
P = s−1
m .
Cn−1

(A)

