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Abstract

Object detection (OD) systems are fundamental to safety-
critical applications such as autonomous driving and indoor
mobile robots, yet remain vulnerable to latency-based at-
tacks that degrade real-time performance. Existing attacks
suffer from computational inefficiency and poor stealthiness,
as phantom object generation disrupts original detections,
making attacks easily identifiable. We propose Groundswell,
a novel latency attack employing Regional Perturbation Bal-
ance (RPB) to inject adversarial phantom objects while pre-
serving original detections. By leveraging spatial object dis-
tribution patterns, RPB generates masks that guide phantom
placement into regions with minimal interference, enabling
efficient optimization via Projected Gradient Descent. Eval-
uations across multiple OD architectures demonstrate that
Groundswell reduces resource utilization by 50% and train-
ing time by 80% over existing methods, while successfully
inducing latency delays that exceed real-time thresholds for
safety-critical systems.

1 Introduction

Deep learning-based object detection (OD) systems, includ-
ing the YOLO series [11], have achieved outstanding detec-
tion precision and real-time efficiency, making them essen-
tial in safety-critical domains such as autonomous vehicles
(AVs) where real-time perception is crucial. Modern OD
architectures including Faster R-CNN [21], SSD [16], and
YOLO [9] rely on Non-Maximum Suppression (NMS) as a
post-processing step to remove redundant predictions.
Adversarial attacks deceive machine learning systems
through carefully crafted input perturbations, and their se-
curity implications have been extensively studied [4,23,27].
However, these traditional attacks primarily target model in-
tegrity by causing misclassifications or missed detections.
Recent work has proposed latency-based attacks against OD
system availability [17,19,24,28], focusing on increasing com-
putational execution time rather than compromising model

integrity. Current methods [3, 15, 19,22] amplify detected ob-
ject quantities through phantom object generation, exploiting
the positive correlation between NMS processing time and
detection count. Such attacks pose considerable dangers to
time-critical applications, particularly Level 4 and Level 5 au-
tonomous driving systems that require maintaining perception
output generation under 30 milliseconds [5].

Unfortunately, existing latency attacks suffer from critical
limitations hindering practical deployment. First, phantom
objects can disrupt original detections, making the attack eas-
ily noticeable. Second, approaches that attempt to preserve
original detections introduce additional loss functions requir-
ing pairwise computation between detected objects, incurring
significant computational overhead.

We introduce Groundswell, a latency attack employing a
novel framework called Regional Perturbation Balance (RPB)
to preserve original detection performance while maximizing
latency impact. Exploiting the observation that objects tend
to concentrate in specific spatial regions across sensor inputs,
Groundswell crafts a universal adversarial perturbation (UAP)
via Projected Gradient Descent (PGD). RPB learns these
spatial distribution patterns to generate a mask identifying
suitable regions for phantom object insertion, maximizing
NMS computational overhead while minimizing interference
with legitimate detections.

We evaluate Groundswell across varying configurations
and diverse OD architectures. The results demonstrate a
strong balance between effectiveness and stealthiness, with
50% less resource utilization during training and 80% faster
optimization than existing work, making it significantly more
practical for real-world deployment.

Our main contributions are outlined as follows:

* We propose a novel latency attack with RPB, which di-
rects phantom object placement into image regions with
minimal impact on original detections, achieving a favor-
able trade-off between attack effectiveness and stealthi-
ness while improving optimization efficiency.

* We perform extensive experiments across diverse config-



urations and target object detection architectures, demon-
strating our methodology substantially improves opti-
mization efficiency compared to existing approaches.

* We establish the effectiveness of our approach across
various OD architectures, highlighting its potential as a
significant threat.

2 Background

2.1 Perception Pipeline

A typical perception pipeline consists of object detection and
Non-Maximum Suppression (NMS). Object detection extends
beyond image classification by simultaneously localizing and
recognizing multiple objects, with deep learning approaches
falling into two categories: two-stage detectors (e.g., Faster
R-CNN [21], Mask R-CNN [7]) that separate region proposal
and classification, and one-stage detectors (e.g., SSD [16],
YOLO [9]) that unify both tasks in a single network. The
pipeline operates in three stages: (1) preprocessing, where
sensor inputs are resized, normalized, and augmented; (2)
inference, where the CNN generates bounding boxes with
class probabilities; and (3) post-processing, where NMS elim-
inates redundant overlapping boxes, retaining only the highest-
confidence detection per object.

2.2 Non-maximum Suppression

NMS is a critical post-processing component in modern OD
systems. A recent survey shows that 11 out of 12 OD systems
employ NMS for refining their results [14]. Since detection
models generate numerous candidate bounding boxes, each
containing position, dimensions, objectness confidence, and
class probabilities, NMS consolidates overlapping predictions
corresponding to the same physical object.

The execution of the most common NMS algorithm (i.e.,
vanilla NMS [10]) can be decomposed into three distinct
stages. During the initial stage, NMS processes the candidate
set C, which is the output of the second phase of OD models,
and eliminates entries with confidence scores falling below
the threshold Tcopf:

C1 = {copj > Teonf|c € C} (D

where ¢ € C is a single candidate included in the candidate
set C, and the objectness score c,p; represents the model’s
confidence in the presence of an object.

Subsequently, candidates with insufficient class confidence
are also eliminated:

G = {Cobj . max{cds7,-}f\/:0 > Tconf|c € Cl} (2)

where the class confidence score ¢, represents the classifi-
cation certainty for each class i from 0 to N. The class with

the highest class confidence score is assigned as the class
label for the candidate c.

In the second phase, filtered candidates C, are sorted by
confidence score ¢, then offset by class to group detections
into separate coordinate spaces. This prevents cross-class
detections from being incorrectly merged.

Finally, starting from the highest-confidence detection,
NMS iteratively computes the Intersection over Union (IoU)
between each box and all remaining candidates. Boxes of
the same class exceeding a specified IoU threshold (e.g.,
Tov = 0.5) are suppressed as redundant, retaining only the
highest-confidence detection per object. This continues until
no redundant detections remain. In the worst case where no
candidates are removed in phase one, the time complexity of
the NMS reaches O(|C|?).

The strong dependency of NMS’s execution time on the
number of detections makes it vulnerable for latency-based
attacks against object detection systems.

3 Latency attacks and limitations

Sponge examples [24] first revealed that vision systems
could be manipulated to consume excessive computational
resources. Subsequent latency attacks on OD systems tar-
geted preprocessing [28] and postprocessing [15, 17] stages.
For NMS-targeted attacks, Daedalus [26] introduced phan-
tom objects to increase execution latency, but produced non-
transferable patches, limiting practicality. Shapira et al. [22]
proposed universal adversarial patches that flood NMS with
fake detections while minimizing overlap with original de-
tections, but at high computational cost during optimization.
Chen et al. [3] improved efficiency by inserting synthetic ob-
jects in sparse image regions, though still requiring per-image
patch generation. Muller et al. [19] extended digital attacks to
physical settings via zone stitching, but without stealthiness
mechanisms. Our work addresses these limitations with a
framework that efficiently optimizes attack effectiveness and
stealthiness for practical real-world deployment.

4 Threat Model

Following prior work [3,19,22], we assume a white-box at-
tacker with full knowledge of the target OD model. When the
victim runs a publicly documented stack (e.g., Autoware with
YOLOVS), the attacker can simply download the same public
weights without any privileged access. The proliferation of
model-sharing platforms further reinforces this assumption:
Hugging Face alone hosts over two million public models,
making it straightforward for any attacker to obtain the exact
weights of widely deployed perception models [8]. As shown
in Figure 1, the optimized UAP can be delivered physically by
affixing it as a sticker on the camera lens [4] or by projecting
it onto the attack surface in front of the victim vehicle using a
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Figure 1: To effect perturbations, an attacker can either (a)
affix a UAP sticker directly over the onboard camera lens [4],
or (b) project the perturbation onto the surface in front of the
victim vehicle using a portable projector [19].

portable projector [19]. Both methods inject the perturbation
into raw frames before any in-vehicle processing occurs, re-
quiring neither software access nor network interaction. The
sticker approach is passive and persistent. The attacker only
needs a single physical access to the vehicle and is not re-
quired to be present during the attack. The projector approach
instead requires the attacker to maintain proximity to the vic-
tim, but allows real-time adjustment of the perturbation as
driving conditions change.

The primary objective of the attacker is to identify a UAP
d that can be applied to input sequences (X) in real-time
in order to maximize the total processing time (7pp) of the
target OD model. Additionally, to maintain attack stealthiness,
the attacker aims to preserve the detection outputs from the
original clean images. This dual objective can be formulated
as the following optimization problem:

max Y Top(x+8) + Aseatsn(D(f(x+8), f(x))  (3)

1311, <e yex

where the perturbation d is bounded by an €-ball under a given
norm p. Larger € values produce more visible perturbations,
compromising attack stealthiness. Here, f represents the tar-
get OD model, while D measures the preservation of original
detections. The parameter Ageqi;, controls the trade-off be-
tween maximizing latency and maintaining stealthiness of the
attack.

5 Groundswell Attack

We propose the Groundswell attack that aims to maximize
the attack effectiveness while preserving stealthiness by iden-
tifying image regions suitable for adversarial object insertion
with minimal impact on original detections. The proposed

RPB framework learns spatial distribution patterns of target
sensors to generate masks that preserve original predictions.
By combining with PGD [18], our method can generate an
optimized UAP to enhance attack effectiveness while main-
taining stealthiness.

5.1 Maximize the latency

As analyzed in Section 2.2, the NMS’s third phase has the
highest time complexity of O(n?), where 7 is the number of
processed candidates. Thus, to induce latency, we attempt
to generate a large number of phantom objects that require
processing by the third phase of the NMS. However, many
candidates may be discarded during the first phase of the NMS
before reaching the third stage. To avoid being filtered out
by the NMS’s first phase, the injected objects must maintain
confidence scores higher than the configured threshold T,
of the targeted OD models. Let C denote the candidate set
output by the target OD model with unperturbed images, and
C’ denote the candidate set when inputs contain the UAP 3.
For an individual proposal ¢’ € C’, the loss / is defined as:

(' k) = max(0,Teony — C;bj : c/cls,k) 4

where k is the target class to which the adversary requires the
proposal ¢’ belongs. £ aims to minimize the gap between the
confidence threshold T, and the product of ¢/, ; and ¢/ ;.
It encourages the proposal ¢’ to be detected as a valid objeét
with label k. If ¢’ already qualifies as a valid object, the loss
function applies no modification.
The overall loss function for maximizing the number of
objects across an input image is formulated as:
Emax obj = ﬁ Z E(C/7k) (5)

dec!

Bounding Box Area Loss. Minimizing the size of phantom

object candidates can free up space for insertions, potentially

enabling more qualified candidates to reach NMS process-

ing. [22]. Thus, we further include a bounding box area loss:
1 / /

Loox area = W Z Cw Ch (©6)

dec

where ¢/, and ¢}, are the width and height of the candidate ¢’.
To craft the UAP, we minimize a loss function combining two
components into a single equation:

£=Lnax obj + Mb()x area @)

where A is the weight of bounding box area 1088 €50y grea-

5.2 Regional Perturbation Balance (RPB)

The secondary goal is attack stealthiness: the perturbed image
x' should preserve as many original detections from clean



image x as possible. We find that images from specific sensors
can exhibit certain patterns. For instance, for images collected
by AV cameras, objects are more likely to accumulate in the
central area of the images [2, 6]. The upper areas tend to be
sky, while the bottom areas are typically roads. Consequently,
perturbations applied to the image periphery have less impact
on stealthiness than those in the central region, which we
validate in Section 6.2.

Based on this observation, we propose RPB to efficiently
balance attack effectiveness and stealthiness. An image is
divided into three regions (upper, middle, bottom) by bound-
aries bypper and byyyer, With perturbations applied only to the
upper and bottom regions, where original detections (e.g.,
vehicles) are sparse.

The boundaries are dynamically adjusted via Algorithm |
based on T,4i,, the target percentage of original objects the ad-
versary wishes to preserve. At each optimization round, the ra-
ti0 Fgetecrion OF Objects in the middle region to total detections
in the clean image is computed (line 5). If ryerection > Tratios
the middle region shrinks to allow more perturbation (line
6-8); if ¥getection < Trario, 1t €Xpands to preserve more original
detections (line 9-11). The perturbation mask is then updated
accordingly with the new boundaries (line 14-16).

Algorithm 1 Adaptive Boundary Update for Adversarial
Patches
1: procedure SINGLE ROUND UPDATE
2: Tyatio <— Target detection ratio
C + Set of candidates produced by the clean image
s < boundary adjustment step size
Fdetection < detection_ratio(C,bypper, biower)
if rgetection > Trario then > Too many detections in
middle region

AN

7: bupper — bupper+5
8: bl()wer — blower )
9: else > Too few detections in middle region
10: bupper <~ bupper -S
11 biower <= biower +5
12: end if
13: *, height ,width < image.shape
14: mask < zeros_matrix (image.shape)
15: mask(0 : bypper, *] 1 > Upper region for
perturbation
16: mask([bioyer : height,*] < 1 > Bottom region for
perturbation
17: return mask, bypper, biower

18: end procedure

6 Evaluation

To evaluate Groundswell attack, we conduct comprehen-
sive experiments across multiple YOLO detector versions

(YOLOVS [12], YOLOVS [25], YOLOvVI11 [11]) pretrained on
MS-COCO [13]. Our evaluation enables direct comparison
with existing work (Phantom Sponges [22], Overload [3],
DETSTORM [19]) while assessing transferability to ad-
vanced architectures.

6.1 Experimental setup

Dataset and Models We utilize the Berkeley Deep Drive
(BDD) dataset [29], comprising 100,000 autonomous driv-
ing images with diverse environmental conditions, includ-
ing varied weather (clear, rainy), settings (city streets, resi-
dential areas), and lighting conditions (daytime, nighttime).
YOLOVS serves as our primary model for baseline com-
parisons, while YOLOvVS8 and YOLOv11 assess attack per-
formance on more advanced architectures. All models pro-
cess images at 640x640 resolution using small-sized variants
(YOLOVSs, YOLOvV8s, YOLOv11s) for computational effi-
ciency.
Attack Parameters. Perturbations are bounded using L,
norm with € = 70 across all evaluated attacks. Detection
thresholds T¢,,s and Tjoy are set to 0.25 and 0.45, respec-
tively, matching YOLO detectors’ default settings. The target
class is fixed to 2 with A = 10 in equation 7, following the
best practices from Phantom Sponges [22].
Implementation Detail. UAP training employs PGD with a
learning rate of 0.0005, conducted over 100 epochs using a
batch size of 8. All experiments run on NVIDIA RTX 3090
hardware.
Metrics. Our attack targets end-to-end latency in object detec-
tion models while maintaining stealthiness, which we evaluate
using three metrics consistent with previous works [3, 19, 22].
These include:

1. M’ = |C,|: representing the number of candidates fed

into the third phase of NMS. The more candidates NMS
processes, the longer it should take.

2. Time: inference timing measurements comprising total
end-to-end time (7;,;,[ms]) and NMS execution time
(TypsIms]). This metric measures the latency introduced
to the NMS and the overall OD model, providing a direct
evaluation of the attack’s effectiveness.

3. Recall [%]: measuring the ratio of original objects still
detectable in perturbed images relative to clean images.
A higher recall indicates a higher attack stealthiness.

6.2 Verifying the observation supporting RPB.

To validate the observation supporting RPB, we analyze per-
image object distributions in the BDD dataset. Images are
divided into three horizontal regions, with the middle region
gradually expanded from 10% to 90% of the image area, and
the ratio of middle-region objects to total objects recorded
across 2,000 randomly sampled test images. As shown in Fig-
ure 2, when the middle region occupies just 30% of the image,



it already contains over 71% of all objects. This confirms that
objects in AV camera inputs tend to concentrate in specific
spatial regions, supporting the core assumption of RPB.
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Figure 2: Object distributions of the images in the BDD
dataset.

6.3 Attack Evaluation

Attack Performance. Table | presents the experimental re-
sults when our attack is applied to YOLOv5s, YOLOv8s, and
YOLOv11s (marked by the grey background). We also evalu-
ate various configurations (7;4,) of the RBP. On YOLOVSs,
compared to clean images (images without perturbation), our
attack results in a more than 300-fold increase in the num-
ber of candidates fed into the third phase of NMS (M’) with
the most aggressive settings (7,4, = 0). The overall execu-
tion time of YOLOVSs is increased by approximately 250%
accordingly. However, the recall drops from 100% to 18%,
making the attack easy to identify. When the 7,4, of RBP
is set to 0.4, the recall doubles with slight sacrifices in M’
and the introduced latency. When configured with a conser-
vative setting (T,4io = 0.8), our attack manages to push the
recall above 64% while still retaining most of the introduced
phantom objects.

When applied to YOLOv8s and YOLOV11s, our attack with
the RBP framework also demonstrates good performance,
dramatically increasing the stealthiness of the attack (recall)
without significantly compromising its effectiveness (M’ and
7;otal )

RBP Evaluation. Figure 3 shows how the RBP influences at-
tack effectiveness and stealthiness with various configurations.
As T4, (from 0.0 to 0.8) increases, the size of the middle
region (i.e., the image area that cannot be perturbed) grows
gradually. We denote the proportion of the middle region to
the entire image area as R,;;qq4.. Consequently, there is less
area available for adding phantom objects, leading to a de-
crease in M’ as well as T,,,;. Since fewer phantom objects are

Table 1: Experimental results of the Groundswell attack
compared to previous methods on YOLOv5s, YOLOvVSs,
and YOLOvV11s. Gswell(T,;,) refers to Groundswell attack
with the 7,4, configuration shown in brackets. PSs({;qx 100)
refers to the Phantom Sponge attack with the ¢,,,, j,u setting
shown in brackets.

YOLOVS5s

Attack M Tt Tyms Recall
Clean 101 152 1.7 100
Gswell(0) 19000 414  30.7 18.1
Gswell(0.4) 17300 38.4 23.8 38.2
Gswell(0.8) 13000 24.0 11.6 64.3
PSs(0) 18900  39.8 26.2 18
PSs(0.2) 15500 29.3 16.9 45.6
PSs(0.3) 13300 249 12.8 62.9
Overload 15400 31.0 19.1 4.5

DETSTORM 19800 41.1 28.5 2.2

YOLOVSs
Attack M Tiotat  Tnms Recall
Clean 52 12.8 1.5 100
Gswell(0.0) 6400 18.2 5.2 21.2
Gswell(0.4) 6100 17.7 4.9 37.2
Gswell(0.8) 4400 142 3.7 69.6
PSs(0) 6400 18.8 5.7 20.8
PSs(0.2) 5400 142 4.5 50.1
PSs(0.3) 4900 145 4.0 59.2
Overload 7200 183 6.7 4.5

DETSTORM 5700 16.8 4.5 4.0

YOLOvll1s

Attack M Totat  Tnvms  Recall
Clean 50 15.3 1.6 100
Gswell(0.0) 7500 20.9 6.4 8.7
Gswell(0.4) 7500 20.8 6.0 21.0
Gswell(0.8) 6200 18.7 4.8 50.1
PSs(0) 7600  20.3 6.8 8.4
PSs(0.2) 6200 18.5 4.9 46.3
PSs(0.3) 5700 16.8 3.0 534
Overload 7600  20.1 6.5 2.1

DETSTORM 7800  20.8 6.9 0.9

added to the images, more original detections are preserved
from the clean images.

Figure 4 shows how R;;;q41., guided by RBP, evolves during
the training process. The R,;iqqe of RPB with T4, = 0.2
converges to 0.1 within 25 iterations. Similarly, the R,;jz4;. of
RPB with 7,4, = 0.8 converges to 0.4 with some fluctuation.
The evolution of the RPB boundaries follows the observation
in Figure 2: when the middle region occupies 10% of the
whole image (Ryigqie = 0.1), it contains more than 20% of
the original objects (T;4ip = 0.2). When the middle region
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Figure 3: Latency attack with different RPB configurations.
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Figure 4: Evolution of the R,,;44;. guided by RPB during the
attack optimization.

occupies 40% of the whole image (R,;jzqi = 0.4), more than
80% of the original objects are located within it (7,4, = 0.8).
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Figure 5: Visualization of Groundswell attack with different
configurations of RPB when applied to a clean image.

Attack Visualization. Figure 5 visualizes how different con-
figurations of RPB affect the attack. As shown, the crafted
adversarial example, generated by applying the trained UAP
and mask to a clean image, is virtually indistinguishable from
the original image to the human eye. We further adjust target
stealthiness level T,4i0. AS Tr4sio increases from O to 0.8, the
area uncovered by the perturbation becomes larger, and pro-

gressively more original detections are revealed. When 7,4,
is set to 0.8, most of the original detections (marked by white
boxes) are preserved even when our attack is deployed.
Evaluation on different GPUs. We evaluate the Groundswell
attack on different GPUs. The RPB framework is configured
with T4, values of 0.2, 0.5, and 0.8, respectively. The evalu-
ation results are presented in Table 2. As shown, on both the
RTX 3080 and RTX 4080, our Groundswell attack introduces
significant computational overhead to YOLOvS5s. The results
demonstrate that our method is effective across various GPU
platforms.

6.4 Comparison to SOTA Approaches.

We compare our attack to three existing latency attacks (Phan-
tom Sponges [22], Overload [3], and DETSTORM [19]) on
YOLOV5s, YOLOvVS8s, and YOLOv11s.

The Phantom Sponges attack includes a third loss func-
tion £y 1oy With an associated weight Ay,4y 1oy for adjusting
attack stealthiness. Different configurations of the Phantom
Sponges regarding £, jou are presented for comprehensive
comparison. Overload was initially designed for a different
scenario. It generates distinct perturbations for individual im-
ages; we adapted its open-source code [20] to generate UAPs
across multiple images and fine-tuned the training process for
comprehensive comparison.

As shown in Table 1, Overload exhibits the worst perfor-
mance in both attack effectiveness and stealthiness since it
was not designed for training UAPs. DETSTORM has simi-
lar performance to the most aggressive configuration of our
approach since it does not take attack stealthiness into con-
sideration during attack optimization. Compared to Phan-
tom Sponges, the biggest advantage of our approach lies in
the efficiency of attack optimization. Table 3 compares our
Groundswell attack with the RBP framework and the Phan-
tom Sponges attack with £, 7,v in terms of CPU utilization
and execution time per epoch during optimization. Our ap-
proach reduces CPU utilization by half and optimization time
by 80%. The loss function £,y /oy employed by Phantom
Sponges tracks the IoU between each pair of detected objects,
which becomes costly when the number of detected objects
is maximized.



Table 2: Performance evaluation of our Groundswell attack on different hardware with various configurations of RPB. T, and
Tusrack denote the end-to-end execution times of YOLOVSs for clean and adversarial images, respectively. Increase[%] shows the
percentage increase in execution time from adversarial vs. clean images.

Tratio = 0.2 Tratio = 0.5 Tratio = 0.8
GPU Terean  Tastack  Increase[%]  Recall ‘ Tutack Increase[%] Recall ‘ Taytack  Increase[%]  Recall
RTX3080 10.5 46.4 341.9 32 42.6 305.7 43 29.3 179.0 64
RTX4080 8.6 39.6 360.5 32 35.5 312.8 43 19.2 123.3 64

Table 3: UAP generation cost comparison between our
Groundswell attack (Gswell) and the Phantom Sponges attack
(PSs)

Method CPU(%) Time(s)
Gswell  48.0 ~50
PSs 96.0 ~250

6.5 Robustness Under Environmental Factors

Real-world deployment of adversarial patches is subject to
uncontrolled environmental variation (e.g., changing illumina-
tion, weather, and sensor noise). Expectation Over Transfor-
mation (EOT) [1] addresses this by averaging gradients over
a distribution of transformations during training, producing
a perturbation that is adversarially effective in expectation
across the target distribution rather than at a single operating
point. To demonstrate the impact of EOT on Groundswell,
we use brightness variation as a representative environmen-
tal factor and evaluate how both patches hold up as ambient
illumination shifts away from the neutral training condition.

Setup. We train two YOLOVSs patches under identical condi-
tions (Section 0.1, Ti440 = 0.3, € =70, 100 epochs): a standard
Groundswell patch trained at neutral brightness (No-EOT),
and an EOT-augmented patch whose PGD gradient at each
step is averaged over n=8 brightness samples drawn uni-
formly from & € (—0.3, +0.3) (EOT). Both patches are eval-
uated on the BDD100K validation split under a fixed sweep
8 €{-0.40,...,40.40}, measuring M’ at Tconr = 0.25.

Results. Figure 6 reveals three distinct conditions. In dark
conditions (8 < —0.10), EOT substantially outperforms the
baseline. At & = —0.20, the EOT patch generates 9555 pro-
posals per image versus 6132 for No-EOT (4-55.8%). This
confirms that EOT builds robustness to brightness suppression
that a neutrally trained patch cannot acquire. At (3 = 0.00),
No-EOT holds a negligible edge (15505 vs. 14412, —7.0%).
The baseline concentrates its entire gradient budget at this op-
erating point, so the marginal advantage is expected and small.
Above & = +0.10, both patches converge to near-identical
counts as pixels saturate at the [0, 1] boundary.

Pre-NMS Proposals (absolute): EOT vs No-EOT — conf > 0.25
Labels show absolute counts; A labels show EOT — No-EOT
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Figure 6: Pre-NMS proposal counts (M’) per image at Teons =
0.25 for the EOT and No-EOT patches across additive bright-
ness deltas 0. Shaded region marks EOT advantage; A labels
show EOT — No-EOT at each level; error bars denote stan-
dard deviation.

7 Discussion

While Groundswell demonstrates strong performance, two
limitations warrant discussion. First, RPB relies on spatial
object distribution patterns learned from BDD100K, so cam-
eras mounted at significantly different heights or pitch angles
could misalign the perturbation mask with actual sparse re-
gions. Since mounting positions are fixed post-installation
and follow consistent conventions across vehicle classes, a
practical mitigation is to maintain a small offline dictionary of
UAPs per mounting configuration. Second, while BDD100K’s
diverse weather and lighting conditions provide implicit envi-
ronmental robustness, dedicated analysis remains future work;
EOT [1] can be incorporated to optimize perturbations over
distributions of noise, brightness, and contrast shifts. We con-
duct a preliminary evaluation, and the results confirm that
EOT introduces extra robustness to the optimized UAP under
various brightness conditions.

8 Conclusion

In this paper, we present Groundswell, a novel latency-based
attack against deep learning-powered object detection sys-
tems that addresses critical limitations of existing attack
methodologies. Our experimental results demonstrate that
the Groundswell attack successfully reduces computational
resource requirements by 50% and decreases optimization



time by 80%, while maintaining comparable or superior at-
tack effectiveness. These efficiency gains make our approach
particularly practical for real-world deployment scenarios.
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Artifact Appendix
Investigating Stealthy Latency Attacks Against Camera-
Based Object Detection Systems

.1 Abstract

This artifact contains the implementation of Groundswell, a
novel latency attack against deep learning-based object detec-
tion (OD) systems using the Regional Perturbation Balance
(RPB) framework. The attack generates a Universal Adver-
sarial Perturbation (UAP) via Projected Gradient Descent
(PGD) that maximizes the number of phantom objects passing
through Non-Maximum Suppression (NMS), while spatially
constraining perturbations to image regions with fewer origi-
nal detections to preserve stealthiness. The artifact includes:
the Groundswell attack implementation (uap_RPB.py), lo-
cal YOLO model copies (local_yolos/), dataset utilities
(datasets/), and a main entry point (run_attack.py).

The artifact supports the following major claims:

* Groundswell reduces CPU resource utilization by ~50%
and optimization time by ~80% compared to Phantom
Sponges during UAP training.

* Groundswell increases the number of NMS candidates
(M) by over 300x on YOLOVS5s, increasing end-to-end
latency by ~250%.

e The RPB framework provides a configurable
stealthiness-effectiveness trade-off via T},, achieving
over 64% recall at T,4;,=0.8 on YOLOVS5s.

¢ Results transfer across YOLOvVSs, YOLOvS8s, and
YOLOv11s architectures.

The artifact includes: the Groundswell attack im-
plementation (uap_RPB.py), local YOLO model copies
(local_yolos/), dataset utilities (datasets/), and a main
entry point (run_attack.py). Output artifacts include the
trained UAP patch, per-epoch loss logs, validation images,
and saved patches.

.2 Description & Requirements
2.1 Security, Privacy, and Ethical Concerns

The attack operates entirely in the digital domain. No physical
hardware, real vehicles, or live camera systems are required.
All attacked models (YOLOV5s, YOLOvS8s, YOLOv11s) are
publicly available pretrained models on MS-COCO. No undis-
closed vulnerabilities or zero-day exploits are involved. The
BDDI100K dataset is a publicly available autonomous driv-
ing dataset. Generated UAP patches are research artifacts not
optimized for physical-world deployment.

.2.2 How to Access

Zenodo DOI:

20397573

https://doi.org/10.5281/zenodo.
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.2.3 Badges
* Artifacts Available — publicly hosted on Zenodo with
permanent DOI.
 Artifacts Functional — installs and runs to produce
UAP patches and per-epoch metrics.
* Results Reproduced — reproduces Tables 1, 2, and 3.
.2.4 Hardware Dependencies

* GPU: NVIDIA GPU with CUDA 11.3 support. Paper
uses RTX 3090; RTX 3080 and RTX 4080 also validated
(Table 2).

*« GPU Memory: Minimum 10GB
(batch_size=8 on 640x 640 images).

¢ RAM: Minimum 16 GB recommended.

e Storage: ~20GB free (YOLO weights + BDD100K
subset + outputs).

VRAM

.2.5 Software Dependencies

OS: Ubuntu 18.04 LTS. Python 3.8 exactly. CUDA
11.3. PyTorch 1.10.1+cull3, TorchVision 0.11.2+cull3
(installed separately).  TensorFlow 2.13.1.  Other:
numpy==1.24. 3, opencv-python-headless==4.10.0.84,
scikit-learn==1.3.2, scikit-image==0.19.3,
scipy==1.10.1, pandas==2.0.3, matplotlib==3.7.5,
albumentations==1.0.3, Pillow==8.4.0,
seaborn==0.13.2, tqdm==4.67.1, PyYAML==6.0.2.

.2.6 Benchmarks

Dataset: Berkeley Deep Drive (BDD100K), available
at  https://www.kaggle.com/datasets/solesensei/
solesensei_bdd100k. Use validation set (~190 images
suffice; full 10K set yields more stable statistics). Format:
images in . /val/, YOLO-format labels in . /det_20/.
Models: YOLOv5s, YOLOvV8s, YOLOvlls
trained on MS-COCO weights  bundled
local_yolos/*/weights/.

pre-
in

3
3.1

Set-up
Installation

1. Verify Python 3.8: python3.8 -version

2. Create virtual environment: cd RPBAttack/ &&
python3.8 -m venv artifact_env && source
artifact_env/bin/activate

3. Upgrade pip: python3 -m pip install -upgrade
pip setuptools wheel

4. Install dependencies: python3 -m pip install -r
requirements.txt

5. Install PyTorch:
install torch==1.10.1+cull3

python3 -m pip


https://doi.org/10.5281/zenodo.20397573
https://doi.org/10.5281/zenodo.20397573
https://www.kaggle.com/datasets/solesensei/solesensei_bdd100k
https://www.kaggle.com/datasets/solesensei/solesensei_bdd100k

torchvision==0.11.2+cull3 -extra-index-url
https://download.pytorch.org/whl/cull3
-no-deps

6. Prepare BDD100OK: place images in RPBAttack/val/
and labels in RPBAttack/det_20/. Run python3
convert .py to convert to YOLO format. Sample im-
ages/labels are included for testing.

3.2 Basic Test

Run the following to verify all imports and CUDA availabil-
ity:

python3 -c "import torch; import cv2; import
numpy; print (’All imports OK’)"

python3 -c "import torch; print ('CUDA:’,
torch.cuda.is_available())"

4 Evaluation Workflow
4.1 Major Claims

(C1): Groundswell (T,4i,=0) increases NMS candidates
(M) from 101 to ~19,000 and total latency from 15.2 ms
to ~41.4ms (~250% increase) on YOLOVS5s. Recall
drops to ~18% (Table 1).

(C2): Groundswell (7,4i,=0.8) maintains ~64% recall
while increasing M’ to ~13,000 and Tj, to ~24 ms
on YOLOvS5s (Table 1).

(C3): Groundswell uses ~48% CPU at ~50s/epoch vs.
Phantom Sponges at ~96% CPU and ~250 s/epoch (Ta-
ble 3).

4.2 Experiments

(E1): Main Attack Training on YOLOvSs [30 human-minutes
+ ~1.5 compute-hours + 5 GB disk]: trains Groundswell
UAP on YOLOVS5s to reproduce YOLOvSs rows of Ta-
bles 1 and 3 for three 7,4, configurations (Claims Cl1,
C2, C3).

Preparation: Edit run_attack.py: set attack_type

= "RPB", models_vers = [5], epoch = 100,
epsilon = 70, iter_eps = 0.0008, lambda_l
= 1, lambda_2 = 10, batch_size = 8, and set

BDD_IMG_DIR/BDD_LAB_DIR to the dataset paths. Set
threshold_ratio = 0.0 for the first run.

Execution: Run python3 run_attack.py. Re-
peat with threshold_ratio = 0.4 and 0.8 for all
YOLOVvSs rows. Monitor CPU usage in a separate
terminal via top. To reproduce the Phantom Sponges
baseline (Table 3), set attack_type = "PS".

Results: Compare printed average_proposal_nums
(M), T_total, T_NMS, and Recall against Table 1. Out-
put files are written to experiments/<patch_name>/:
final_results/final_patch.png,
saved_patches/ (best checkpoint), applied_patch/
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(validation images with UAP), and losses/ (pickled
loss lists).

(E2): Transferability to YOLOvVSs and YOLOvI Is [20 human-
minutes + ~3 compute-hours]: reproduces YOLOvS8s
and YOLOvV11s rows of Table 1 (Claim C1).
Preparation: Same configuration as E1.

Execution: For YOLOvVS8s set models_vers
= [8] and run python3 run_attack.py. For
YOLOvV11s set models_vers = [11]. YOLOvS8/11

outputs are auto-converted to YOLOv5 format via
convert_yolovll_to_yolov5_format () before
NMS.

Results: Compare printed metrics against the corre-
sponding rows of Table 1. Numeric variance of +5-10%
across GPU hardware is expected due to floating-point
non-determinism.

.5 Notes on Reusability

The artifact generalizes beyond the paper experiments.
Custom datasets: replace . /val/ and ./det_20/ with any
dataset in YOLO format.

Custom YOLO targets: models_vers accepts any combina-
tion of [5, 8, 11]; multi-model training selects a random
model each batch.

Attack aggressiveness: epsilon controls the L, perturba-
tion budget (default 70); iter_eps controls PGD step size
(default 0.0008).

Stealthiness: threshold_ratio (T4, range 0.0-0.8) is the
key parameter: 0.0 = maximum latency, 0.8 = maximum
stealthiness. Docker deployment is strongly recommended
for cross-platform reproducibility.

Known limitation: CPU-only execution is not supported;
CUDA -capable GPU is mandatory.

.6 Version

Based on the LaTeX template for Artifact Evaluation
V20260101. Submission, reviewing and badging methodol-
ogy followed for the evaluation of this artifact can be found at
https://secartifacts.github.io/vehiclesec2026/.


https://secartifacts.github.io/vehiclesec2026/
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